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1 Introduction

1 Introduction

Overview

IMPORTANT

Itis assumed that you are installing My Instruments for the first time. If you have
an earlier version of My Instruments installed, you may not have to perform all
the steps described in this document.

IMPORTANT

For instructions on how to install and configure My Instruments 1.2 Service Pack
3 onan existing My Instruments installation, see Chapter 3 Installing My Instru-
ments 1.2 Service Pack 3, on page 23.

This document provides a description of the browser-based application My
Instruments, and how to prepare, install, configure, and troubleshoot the application
and related components.

Intended user

This documentisintended to be used by an ordinary user with knowledge of the
UNICORN desktop application. However, it isrecommended that the advanced
configurationsin Chapter 5 Advanced configurations, on page 517, are performed by
personnel with advanced IT knowledge.
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1 Introduction

About My Instruments

My Instruments is an add-on for the UNICORN desktop application. This add-on helps
you to access your UNICORN controlled system(s) from devices using a Google
Chrome™, Safari, or Microsoft Edge browser. The following illustration gives an
overview of the product environment.

i B

Computer with My Instruments

cecoe

Company
Network

Remote Devices

AKTA system |
I
|
I
|
Computer with UNICORN
Important concepts
Concept ‘ Description

ComputerwithMy | Thisis adedicated computer where you will install My Instruments as described
Instruments in Section 2.2 Install My Instruments, on page 9. This computer must remain
ON when using My Instruments from a remote device.

Computer with This computer is connected to your system and the UNICORN desktop applica-
UNICORN tionisinstalled init. In this computer, you will install and enable one or more
extensions described in Section 2.3 Install and enable the extensions,
onpage 12.
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1 Introduction

Requirements

Toinstall My Instruments and related components, the following requirements must
be fulfilled. It is highly recommended that you have a dedicated computer for My
Instruments. In the previous illustration, it is called Computer with My Instruments.

Computer with My Instruments

requirements

64 bit Windows 10 Server 2012

Microsoft .NET Framework 4.7.2 or higher

UNICORN 7.6 or higher

Any CPU (Intel i5/i7 recommended)

Multi-core processor (Minimum quad-core recommended)
16 GBRAM

128 GBHDD free space (SSD recommended)

10/100/1000 or Gigabit Ethernet

Remote device requirements

The remote devices must have the following browser compatibility:

(013 Browser

Windows Google Chrome (v69 and later) or
Microsoft Edge (v41 and later)

Android™ Google Chrome (v69 and later)
macO0S/i0S Safari(v12 and later)
Note: An active firewall must allow HTTPS traffic and the related ports must be

opened for the Instrument Servers that transmit data to the LS Gateway.
These ports must also be accessible for users who intend to use a web
browser to run My Instruments. For more information, see Section 5.1
Configure DSA, on page 52 and Section 5.2 Configure CA, on page 54.
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1 Introduction

Installation overview

IMPORTANT

Itis strongly recommended that you study and understand the
followingillustration. It will help you to understand which My
Instruments components to install in which computer.

Download and extract Install Install Configure
installation package My Instruments Extensions Systems

Install My Instruments
Configure DSA (Advanced)
Configure CA (Advanced)

. Manage security (Advanced)

Computer with My Instruments

Company
Network

Remote Devices

AKTA system

Install extensions
Configure systems

i B

Computer with UNICORN
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2 Installation and configurations

2 Installation and configurations

In this chapter
Section See page
2.1 Download and extract the installation package 8
2.2 Install My Instruments 9
2.3 Install and enable the extensions 12
24 Configure Systems 17
25 Verify installation 22

About this chapter

This chapter will guide you to install the minimum installation steps required for using
My Instruments. The product can be used after performing these steps.

IMPORTANT

Itis assumed that you have carefully read and understood the
Introduction chapter. Itis very important that all the Require-
ments, on page 5 are met and you understand the following:

¢ Computerwith My Instruments,
¢ Computerwith UNICORN,
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2 Installation and configurations
2.1 Download and extract the installation package

2.1 Download and extract the installation package

1. Inthe computer, where My Instruments will be installed, download the .zip file from
the My Instruments web portal.

2. Right-click onthe .zipfile and then click Extractall...

3. Click Browse toselect alocation and then click Extract.

My Instruments Installation Guide 29301259 Al 8


https://www.cytivalifesciences.com/en/se/solutions/protein-research/purify/my-instruments

2 Installation and configurations
2.2 Install My Instruments

2.2  Install My Instruments

Install My Instruments

1
1
1
You are here f 1 in this computer
1
1
1
1

Remote Devices

AKTA system

Computer with UNICORN

1 Inthe computer where My Instruments will be installed, locate the Cytiva My Instru-
ments Setup.exefile.
2 Double-click the Cytiva My Instruments Setup.exefile.
Eal
(e Mame C

u Cytiva My Instruments Setup.ef

3 If the following window appears, click Yes.

Cytiva My Instruments Setup

Verified publisher: Cytiva Sweden AB
File arigin: Network drive

Show more details
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Click Next.

2 Installation and configurations
2.2 Install My Instruments

ﬁ Cytiva My Instruments - InstallShield Wizard X

Welcome to the InstallShield Wizard for
Cytiva My Instruments

The Installshield(R) Wizard will install Cytiva My Instruments on
your computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

Click Install.

Ready to Install the Program

ﬁ Cytiva My Instruments - InstallShield Wizard x

The wizard is ready to begin installation.

Click Install to begin the installation.

exit the wizard.

If you want to review or change any of your installation settings, dick Back. Click Cancel to

Installshield

< Back Ins Cancel

\
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2 Installation and configurations
2.2 Install My Instruments

Select Open the UNICORN extension files folder check box, and the click Finish.

‘E] Cytiva My Instruments - InstallShield Wizard X

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Cytiva My
Instruments. Click Finish to exit the wizard.

Show the Installation Report

Open the UNICORM extension files folder

< Back Cancel

A4

IMPORTANT

If your organization allows you to use USB memory stick, copy the extracted
installation package into a USB memory stick to simplify the installation
process. Otherwise, make sure that the extracted files are accessible fromall
therelated computers for this installation.

You can, for example, use this USB memory stick to make sure that:
* My lInstruments can be installed in computers without access to internet,

* MylInstrumentsis notinstalled in the computer connected to the system,
* My Instruments can be installed for several databases (if available).
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2 Installation and configurations
2.3 Install and enable the extensions

2.3 Install and enable the extensions

IMPORTANT
You must perform the steps below for every system/database you want to
monitor and control through My Instruments.

Install extensions
Configure systems

You are here f

____________________

1 Inthe Computer with UNICORN (i.e., computer connected to the system), open
UNICORN.
2 Inthe Administration window, click Tools —Extension Management.
3 Click Install.
Extension Management x
Available Extension(s) - Tick to Enable
Description
Details
@] [ e TN
=
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2 Installation and configurations
2.3 Installand enable the extensions

4 Locate the Extensions folder and select the first extension as illustrated below:
Install Extension X
« v P < Program Files (x86) » Cytiva » My Instruments » Extensions v O Search Extensions r
Organize ~ Mew folder ==~ W o
~
) Name Date modified Type Size
D DashboardConfigurationExtension.uextension 8/26/2020 1:29 PM UEXTENSION File 279 KB
D DashboardExtension.uextension 26/ 29 PM UEXTENSION File 273 KB
D UNICORMExtended APIExtension.uextension UEXTENSION File 36KE
v
File name: | DashboardCenfigurationExtension.uextension V| UNICORM extension (*.uextensi
-
5 Repeat step 3,4, and 5 for the rest of the extensions.
Install Extension L\\) X
+~ < Program Files (x86) » Cytiva » My Instruments » Extensions v O Search Extensions yl
Organize « Mew folder ==~ MH o
~
) Name Date modified Type Size
D Dashboard ConfigurationExtension.uextension 8y UEXTENSION File
] D DashboardExtension.uextension 8/ UEXTENSION File
3 D UNICORMExtended AP|Extension.uextension 8/ UEXTEMSION File
= 1%
File name: | | [UNICORN exension (*.usxtensi +
6 Follow the instructions in the illustration below:
Extension Management X
- Available Extension(s) - Tick to Enable
1. Select this - i
S — e e Description
extension %ﬂashboard&tensmn — This is an extension for configuration of Systems using the My
[ UNICORNExtendedAP|Extension Instruments Dashboard
N
Details
8 Do not Select D:
- Version: 1.1.145
these extensions | |fiensme  DeshboardConfigustionEstension di
at this Step- Executes in the following module(s) of UNICORN
Administration
UNICORN core

@[ Instal Uninstall Cancel

2. Click
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7 Click OK.

2

Legout Info

effect.

You must logout and login again for the changes to take

@

N

8 Exit from UNICORN (File —Exit UNICORN).

9 Open UNICORN.
10

11 Follow the instructionsin the illustration below:

| sytems Fopeties
1. Select [Avatiso |
asystem Edit - Avant150

%

Installation and configurations
2.3 Installand enable the extensions

Inthe Administration window, click Tools —+System Properties.

2. Click

My Instruments Installation Guide 29301259 Al

x
Instrument configuration | AKTA avant 150 (2.7.0.5) ~| | Information.
UNICORN Contrl PC | GEKSWV2E | [ Rename.
O Real-Time Unit
nsiumentsefidno;  test
Connect by: O Fixed IP address:
P © Ftumet sersino ——
c Froper D

Monitors and sensors. pety
Fracton colectars et valve A 2nd (VSH-A2)
Oer T | et valve B 2nd (VBH2)

[ | Sample et valve 2nd (V9.

[ | Inlt valve X1 (V3H-X)

[ | et valve X2 (VSH-1X)

[ |Loop valve (VSH-L)

[ |Column valve 2nd (VSHC2)

[ | Outlet valve 2nd (V8H02)

O | Versatie valve (VSH-)

0| == Aways present ===

System pump A PSHA)

1| Stemounn B @S v
@) [Fmmisanm Cancl




2 Installation and configurations
2.3 Installand enable the extensions

12 Follow the instructionsin the illustration below:

Extension Management be

Available Extension(s) - Tick to Enable
1.Select these :shboardExtension Description

ORNExt: Exct This extension extends the UNICORN AP for the
instrument server extensions.

extenstions

Details
UNICORNExtendedAPIExtension
Version: 1.1.1.45
File name: UNICORNExtendedAPIExtension di

Executes in the following module(s) of UNICORN
Instrument server

©
H
&
g

13 Click OK.

Logout Info X

o You must logout and login again for the changes to take

effect.

14 Click OK.

Edit - Avant150 X
Instrument corfiguration | AKTA avant 150 (2.7.0.5) ~| | Information.
UNICORN Control PC 57 Rename

[ Real-Time Unit

Instrument serial no.: test
Connect by: O Fixed IP address
oo ® Instrument serial no. Test Connection
Camporert selection Property ~
Monitors and sensors
Fraction collectors Inlet valve A Znd (V9H-AZ)
Cther 7 | inet vaive B 2nd (v3H-82)
[ | Sample inlet valve 2nd (V9.
[ | inlet valve X1 (V9H-X)
[ | inlet valve X2 (VOH-1X)
[ | Loop valve (VSHL)
[ | Column valve 2nd (VSHC2)
[ | Outlet valve 2nd (VSHOZ)
O

Versatile valve (VSH-V)

[ | ===Aways present ===

System pump A (PSH-A)

(7] | Syster oump B (POH-B) hd
@ Advanced Settings % Cancel

N
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2 Installation and configurations
2.3 Install and enable the extensions

15 Click Close.

System Properties x
Systems Propeties
Avant 150
WAVEZS System type: AKTA Chromatography system
Instrument corfiguration AKTA avart 150 (2.7.0.5)
System s active
INSLUMENt SErVer ...........coevreoe GEKIWMV2E
Instrument serial number test
Connection based on Instrument serial number

Enabled Components
System pump A (P9H-A}
System pump B (P5H-B}
Sample pump (PSH-5)
icer (M5)

Inlet valve A (VH-A)

Inlet valve B (VSH-B)
|Sample inlet valve (VH-S)
Quatemary valve (Q9)
Injection valve (VSH-Inj)
(Column valve (VSHC)

pH valve (VSHpH)

(Conductiviy monitor (C5)
|System pressure montor (R9)
|Sample pressure monitor (RS)
Fraction collector

@ | Pat. Activate. Deactivate Define System.. | | Instrument Configurations Close,

16 Exit from UNICORN (File —Exit UNICORN).
17 Restart the Computer with UNICORN and the system.

18 Repeat step 12to 17 for each system you have and want to monitor and control
through My Instruments.
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2 Installation and configurations
2.4 Configure Systems

2.4  Configure Systems

IMPORTANT
You must configure every system you want to monitor and
control through My Instruments.

1. Inthe Computer with UNICORN (i.e., computer connected to the system), open
UNICORN.

2. Inthe Administration window, make sure that a new menuitem My Instruments
dashboard is available in the menu bar.

3. Click My Instruments dashboard — Configuration.

Result: The My Instruments Configuration window opens and the window has
two tabs. The tabs are described in the following table and sections.

Tab Description

System settings | Valid for each system using My Instruments.

General settings | Configured only once per database and is valid for all systems
using My Instruments.
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System settings tab

2 Installation and configurations

2.4 Configure Systems

Enter all the required information in this tab. The following table explains each setting.

o My Instruments

Configuration

[ — — — —

System settings  General settings

O,

System

AKTA_

Enabled [ ]—

>

Group |

Location |

Curve Base

Volume

Remote Control |

Curves

LL0LS

% Cond

% Pre column cond
Analogin 1
Analogin 2
Analogin 3

Analogin 4

Conc B

Cond

Cond temp

Delta column pressure
Digital in 1

Digital in 2

Digital in 3

>

<

Fun data

% Cond

% Pre column cond
Air Air Trap valve
Air Trap valve
Analogin 1

Analogin 2
Analogin 3
Analogin 4
Bed height
Column valve
Compression
Conc B
Cond

>

<

After entering all information (1-8)
click General settings.
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Settings

1(System)

2 Installation and configurations
2.4 Configure Systems

Description and Recommendations
Selects the system to configure.

Note:

All available systems can be configured for My Instruments, but the related
extensions must be installed and enabled for these systems.

2 (Enabled)

By default, itis deselected. Select to allow the system to use My Instruments.

3(Group)

By default, itis empty. This configuration defines the group (e.g., section, team)
that can use this system. Itis used as a filter in My Instruments.

4 (Location)

By default, itis empty. This configuration defines the physical location of this
system. Itis used as a filter in My Instruments.

5(Curve Base)

This configuration defines on which base the curves are presented; Time or
Volume.

6 (Remote
Control)

This configuration defines the web address to UNICORN online and makes the
software accessible through My Instruments dashboard.

To access the control feature in My Instruments dashboard, a user needs
elevated rights. For more information, see Section 5.2 Configure CA, on page 54.

7 (Curves)

This configuration defines which curve data this system can send to My
Instruments. Maximum 5 Curves can be selected.

IMPORTANT

Only the Curves active for the specificinstrument are
shown on the My Instruments dashboard. Here, all the
available Curves for any instrument are shown as options.
The only way to avoid issues later is to select Curves and
open the My Instruments dashboard to check which
Curves are presented.

8 (Rundata)

This configuration defines which run data this system can send to My
Instruments. Maximum 50 run data can be selected.

IMPORTANT

Only the Run data active for the specific instrument are
shown on the My Instruments dashboard. Here, all the
available Run data for any instrument are shown as
options. The only way to avoid issues later is to select Run
data and open the My Instruments dashboard to check
which Run data are presented.
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2 Installation and configurations
2.4 Configure Systems

General settings tab

Enter all the required information in this tab. The following table explains each setting.
These settings are general to all your systems in the same database and therefore to
be entered only once per database.

€D My Instruments - >
Configuration

System seftings  General settings

LS Gateway Connection (Global Corfiguration for all Systems)

()| st |

Gateway URL  hitps://G8} 5000

OO ©

Usemame |5§,'stem F
I.i

Password | T

Ok Cancel

Click

O

My Instruments Installation Guide 29301259 Al 20



2 Installation and configurations
2.4 Configure Systems

Settings Description and Recommendations

1(Address) This configuration defines the computer name or IP address of the computer
where My Instruments is installed.

Tip:

To find out the computer name, enter PC Info in Windows search and press
Enter.

IMPORTANT
Note down the name of the computer where My
Instrumentsis installed.

2(Port) The default value is 9000. This configuration defines the port number that the
LS Gateway uses to accept connections from systems. It must correspond to the
configuration of the DSA Adapter, see Section 5.7 Configure DSA, on page 52.

3 (Username) Default user nameis system. If you want to change the user name, see Section
5.4 Manage Security, on page 62.

4 (Password) Password for default user systemisalso system.

IMPORTANT
For the new settings to be active, you must restart the Computer
with UNICORN.
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2 Installation and configurations
2.5 Verifyinstallation

2.5 Verifyinstallation

1. Enter servicesinthe Windows search box.

2. Checkthatthe Cytiva My Instruments service is running. If the service is not
running, right-click on the service and select Start.

Inthe Computer with My Instruments, open aweb browser.
4. Enterthe My Instruments access web address.

The formation of the web address depends on the name of the computer where My
Instruments is installed.

For example, if the name of the computer, where My Instruments is installed, is
GCT5FVF7C, then My Instruments access web address will be asiillustrated below:

MNew Tab b4 =+

G 0 ‘@. https I'IGCTSFV F?C. .':‘::Ial:l.

Must be https:// «—
Default port number 8080.
NOT 9000.

Computer name where
My Instruments is installed

Tip: To find out the computer name, enter PC Info in Windows search and
press Enter.

Ifthe Login page appears, the installation is successful. Make sure that the version
number matches the software version you have installed.

¢) cytiva

My Instruments

Version 1.2

Username

Username: default ———

Password

‘ Show User License Agresments l

Password: default
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3 Installing My Instruments 1.2 Service Pack 3

3 Installing My Instruments 1.2
Service Pack 3

Corrected defects

Installation

The below table describes the defects that are corrected in Service Pack (SP) 1,2,and 3.
SP3replaces SP1and SP2, and includes their functionality and defect corrections.

Service Corrected defects

Pack

SP3 Anissue with certificate validation of included extension files.’

SP2 The same extension is now compatible with UNICORN 7.6 - 7.10.

SP1 Embedded ExtendedApiExtensionintothe
DatalLinkExtension.

1 The UNICORNExtendedAPIExtension,includedinthe My Instruments 1.2 package, can
cause the UNICORN Instrument Server to not start correctly.

Installing My Instruments 1.2 SP3) will make the UNICORNExtendedAPIExtension obso-
lete.

This chapter describes how to install My Instruments 1.2 SP3 on an already existing
setup of My Instruments 1.2.

Note: SP3replaces SP1 and SP2. Do not install SP1 or SP2.

My Instruments 1.2 SP3 contains new versions of two extensions;
DashboardExtension thatislabelled as My Instruments 1.2 SP3 — D and
DashboardConfigurationExtensionthatislabelled as My Instruments 1.2
SP3 — DC.These extensions can be downloaded and installed using Marketplace
within UNICORN or downloaded using a web browser by visiting the Cytiva Market-
place.

Note: The UNICORNExtendedAPIExtensionmustbe uninstalled.

If there is no existing setup and My Instruments 1.2 needs to be installed for the first
time, see Chapter 2 Installation and configurations, on page 7. Then
DashboardExtensionandDashboardConfigurationExtensioncanbe
replaced with the new versions from My Instruments 1.2 SP3.

Note: If the computer running the UNICORN Client has internet access, sce
Section 3.1 Install or upgrade My Instruments Service Pack 3 using
UNICORN Marketplace, on page 25.

Note: If the computer running the UNICORN Client has no internet access, see
Section 3.2 Install or upgrade My Instruments Service Pack 3 using
UNICORN Extension Manager, on page 27.
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3 Installing My Instruments 1.2 Service Pack 3

In this chapter
Section See page
3.1 Install or upgrade My Instruments Service Pack 3 using 25
UNICORN Marketplace
3.2 Install or upgrade My Instruments Service Pack 3 using 27

UNICORN Extension Manager
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3 Installing My Instruments 1.2 Service Pack 3
3.1 Install or upgrade My Instruments Service Pack 3 using UNICORN Marketplace

3.1 Install or upgrade My Instruments Service Pack 3 using

UNICORN Marketplace

Follow the steps below to install My Instruments 1.2 Service Pack 3 (SP3) on a

computer with internet access:

Step Action
1 On the computer with UNICORN, open UNICORN.
2 Log inwith a user that has access to UNICORN Administration.
3 Open UNICORN Administration and click Marketplace.
€) cytiva UNICORN  administration bl
File Reports Tools My Instruments dashboard Help
D Method Editor Administration Tools &2 User: Defaut
‘&L System Control — ——
J\s Evaluation IE?D UNICORN and System Log c°° UNICORN User Setup
E Marketplace System Properties & Access Groups and Network Users
E:(l\ Database Management P‘o E-mail Setup
]]uﬂ Column Handling
Extensions and Passwords
Change Passwords
E"' Extension Management
<> UNICORN 7.8 e
4 Locate My Instruments 1.2 SP3 — D and My Instruments 1.2SP3 —DC
and click Download.
5

If previous versions of DashboardExtension or DashboardCofigurationEx-

tension are already installed, you will be asked to update them, by clicking
OK.
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3 Installing My Instruments 1.2 Service Pack 3
3.1 Install or upgrade My Instruments Service Pack 3 using UNICORN Marketplace

Step Action

6 When the installation is complete, click OK.

4 Marketplace - DashboardExtension X

Installation successful

UNICORN has successfully installed extension DashboardExtension on this
computer.

IMPORTANT
To enable extension, log out and then log in to UNICORN.

[ |

7 Inthe Administration window, click Tool - Extension Management.

8 Ifthe UNICORNExtendedAPIExtensionisinstalled, selectitand click
Uninstall.
Note:
If UNTCORNExtendedAPIExtensionhasnotbeen installed, ignore this
step.

9 Close UNICORN and restart any computers running an Instrument Server

thatis using the updated extensions.
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3 Installing My Instruments 1.2 Service Pack 3
3.2 Install or upgrade My Instruments Service Pack 3 using UNICORN Extension Manager

3.2 Install or upgrade My Instruments Service Pack 3 using
UNICORN Extension Manager

Follow the steps below to install My Instruments 1.2 Service Pack 3 (SP3) on a
computer without internet access:

Step

Action

1

2

10

11

12

13

Open a web browser and navigate to the Cytiva Marketplace.

Locate My Instruments 1.2 SP3 — D and My Instruments 1.2 SP3 — DC,
and click Download.

Ifthe file downloadedisa . zip-file, select to extract the . uextension-
file.

Copythe . uextension-files toa media accessible from the computer
where UNICORN is installed (e.g., a USB flash drive or network share).

Onthe computer with UNICORN Client, open UNICORN.

Log inwith a user that has access to UNICORN Administration.

Inthe Administration window, click Tools -~ Extension Management.
Click Install.

Selectthe . uextension-files previously copied in step 4.

If previous versions of DashboardExtension or DashboardConfigurationEx-
tension are already installed, you will be asked to update them, by clicking
OK.

Ifthe UNICORNExtendedAPIExtensionisinstalled, selectitand click
Uninstall.

Click OKto close the Extension Manager.

Close UNICORN and restart any computers running an Instrument Server
thatis using the updated extensions.
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4  Set up remote devices

4 Setupremote devices

In this chapter
Section See page
4.1 Set up Windows devices 29
42 Set up Apple macOS devices 33
4.3 Set up Android devices 39
4.4 Set upiOSdevices 46
About this chapter

This chapter will guide you to set up your remote devices (PC, smartphone, tablet, etc.).

You are here ‘-

l—— Connected to the

@ IMPORTANT

Remote devices must connect to the same network as the Computer with My Instruments. If your
company uses a private network, ask your network administrator for help.

My Instruments Installation Guide 29301259 Al
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4 Setupremote devices
4.1 Setup Windows devices

4.1  Setup Windows devices

IMPORTANT
You must be connected to the same network where the Computer with My
Instruments is connected.

1 On the Computer with My Instruments, hover over the networkicon at the right-
bottom corner of your screen and note down the domain address.

legon.ds. .com

This is an example domain address,
Internet access your domain address is different.

2 OnyourWindows remote device (e.g., laptop, tablet), open the Chrome/Edge
browser.
3 Enter the My Instruments access web address together with cert.der to download

and install the certificate.

For example, if the name of the computer, where My Instruments is installed, is
GCT5FVF7C, and the domain address is logon.ds....com, then My Instruments
access web address will be as illustrated below:

Mew Tab b4 -+

C 1t @ https//GCTSFVF7Clogon.ds., »com:8080/cert.der

Must be https:// ‘

Default port number
Computer name where

My Instruments is installed Certificate

Domain name of
your company

IMPORTANT

If you have used this device to access an earlier version of My
Instruments, you may already have a certificate installed in this
device, hence you can skip installing the certificate.

My Instruments Installation Guide 29301259 Al 29



4 Setupremote devices
4.1 Setup Windows devices

Click the downloaded certificate (appear at the bottom-left corner).

Bl certder

(@l

Note:

Ifyou are using the Edge browser, the downloaded certificate appears at the bottom of

the browser. Click Open.

‘What do you want to do with cert.cer (1.3 KB)?
From: géz7lbs2e

Click Install Certificate, then click Next.

0

General petails Certification Path

§ Certificate Information

This certificate is intended for the following purpose(s):

+ All ssuance policies
« All applcatian policies

Issued to: UNICORN Public Root S5L CA
Issued by: UNICORN Public Root SSL CA

Valid from 10/16/2015 to 10/15/2021

I Install Cerhﬁlssuel Statement

oK

Cancel

Open I}

&% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network:
connections. A certificate store is the system area where certificates are kept.

Store Location
(@ Current User
(O Local Machine

To continue, dick Next.

2y

Select Place all certificates in the following store, then click Browse.

4 £¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

() Automatically select the certificate store based on the type of certificate

16

Certificate store:

ce all certificates in the following store
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4.1 Setup Windows devices

Select Trusted Root Certification Authorities and then click OK.

(@) Place all certificates in the following store
Certficate store:
|Trusted Root Certification Authorities | | Browse...

e cermeate,

(O Automatically Select Certificate Store X ke

@Place il cerl sject the certficate store you nant to use.

Certificate

{1 Enterprise Trust
£ Intermediate Certification Autherities
1. Actve Directory User Object
5| Toctord B ishors

=
< >
[show physical stg!s

=

v

N

Click Finish.

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have spedified the following settings:
) Trusted Root Certification Authorities
Content Certificate

Click Yes if the following dialog appears.

You are about to install a certificate from a certification
| authority (CA) claiming to represent:

UNICORN Public Root SSL CA

Windows cannot validate that the certificate is actually from
“UNICORN Public Root SSL CA". You should confirm its origin
by contacting "UNICORN Public Root SSL CA", The following
number will assist you in this process:

Thumbprint (shal): 9BF833A3 B7DCB5D2 C74F2276 F83879CD
2ACED75F

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Qe
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10 Click OK, then again click OK in the Certificate window.

» | Certificate

General Details Certification Path

L § Certificate Information

This certificate is intended for the following purpose(s):

- -  Allissuance policies
Certificate Import Wizard X « All application policies
0 The import was successful.
1 Issued to: UNICORN Public Root SSL CA
Q Issued by: UNICORN Public Root SSL CA
L)

valid from 10/16/2019 to 10/15/2021

[Install Certificate...| = Issuer Statement

Ifthe Login page appears, the installation is successful. The Username and Pass-
word are case sensitive.

¢) cytiva

My Instruments

Version 1.2

Username

Username: default ———

Password

Password: default ——

[ Show User License Agresments l
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4.2  Setup Apple macOS devices

IMPORTANT

* You must be connected to the same network where the Computer with My
Instruments is connected.

* Theoperating system can ask you to enter a user password several times.

1 On the Computer with My Instruments, hover over the networkicon at the right-
bottom corner of your screen and note down the domain address.

legon.ds. .com

This is an example domain address,
Internet acces 4 your domain address is different.

J LI

2 Onyour Apple macOS remote device (e.g., MacBook), open the Safari browser.

Enter the My Instruments access web address.

For example, if the name of the computer, where My Instruments is installed, is
GCT5FVF7C, and the domain address islogon.ds....com, then My Instruments
accessweb address will be as illustrated below:

Mew Tab 4 =+

C 0 @ nhtips//GCTSFVFIClogon.ds. .com:8080/

Must be https:// ‘

Default port number
Computer name where

My Instruments is installed

Domain name of
your company

IMPORTANT

If you have used this device to access an earlier version of My
Instruments, you may already have a certificate installed in this
device, hence you can skip installing the certificate.
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If the following window appears, click Show details and then click Visit this website.

W This Connection Is Not Private

This website may be impersonating * ~
financial information. You should go back to the previous page.

m" to steal your personal or

Show Det@ Go Back

W This Connection Is Not Private

This website may be impersonating ° ' to steal your personal or
financial information. You should go back to the previous page.

Go Back

Safari warns you when a website has a certificate that is invalid. This may happen if the
website is misconfigured or an attacker has compromised your connection.

To learn more, you can view the certificate. If you understand the risks involved, you can

Click the Visit Website button.

W This Connection Is Not Private

This website may be impersonating “192.168.1.232" to steal your personal or financial
information. You should go back to the previous page.

Are you sure you want to visit %

this website on a connection that
is not private? ks involved, you can visit

Go Back

Safari warns you when a
website is misconfigured o|

may happen if the
lection.

To learn more, you can Vi

this website. You will have to modify your system

settings to allow this.

Enter your Username and Password and then click Update settings.

~ You are making changes to your Certificate
.|, TrustSettings.
Q Thi i @ Enter your password to allow this.
k 1 Username:
This website Password: ] icial

information.

Cancel Updat 2 Se tings Go Back

Safari warns you when a website has a certificate that is invalid. This may happen if the
website is misconfigured or an attacker has compromised your connection.

To learn more, you can view the certificate. If you understand the risks involved, you can visit
this website.
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Login to My Instruments.

@) cytiva

My Instruments

Version 1.2

Username

Username: default ———

Password

Password: default —————

LOGIN

’ Show User License Agreements ‘

Enter the My Instruments access web address together with cert.der to download
and install the certificate.

Mew Tab * =+

C 00 @ https//GCTSFVF7Clogon.ds., L.com:8080/cert.der

Must be https:// ‘

Default port number
Computer name where

My Instruments is installed Certificate

Domain name of
your company

The cert.derfile will be downloaded in the downloads folder.
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Presscommand + space bar and enter Keychain Access,and press Enter.

IMPORTANT
You need Administration right to perform this and the follwing
steps.

LedlsdolleRell-d e d ool

B

@

TTLLLLTTTTI ]

~ = 98 & R
«
n control option command command option

|

Q keychain Access

» Keychain Access

€ keychain access
€ keychain access iphone

€ keychain access mac

{
|
|
|
|
|
|
} € keychain accessories

Select System on the left and then click File -~ Import Items....

@ KeychainAccess | File Edit View Window Help a8 v 3
New Password Item... ®N
qQ eove O ® Qsearch
| New Secure Note Item... 08N
Default Keychains New Keychain... N8N lificates Keys Certificates
o login New Certificate Preference
& iCloud Import Items... 081
Export Items ORE

System Keychains

= Delete Keychain “System". . .
(@ System Roots i ~  Kind Date Modified
Close BW | AirPort network pas... 5 Jan 2018 at 19:50:32
tification Authority certificate =

My Instruments Installation Guide 29301259 Al

Expires

7 Feb 2023

36



4 Set up remote devices
4.2 Setup Apple macOSdevices

10 Select the Downloads folder on the left, select cert.der and then Click Open.
y/A Annas iPhone
Favourites = v = Downloads Q

[ Documents

{} parhaggb... Name Date Modified v | Size
2 Applicati... [ cert.der Today at 14:22

(al Pictures

© Downloads

CTCTOUU O

soestons — i

[ Pér's Mac...

@ Network Options Cancel m

A
11 Double-click the certificate.
@ KeychainAccess File Edit View Window Help
e0e Keychain Access U ® Qsercn
Default Keychains Allltems ' Passwords Secure Notes My Certificates  Keys ~Certificates
& login

UNICORN Public Root SSL CA

Root certificate authority

Expires: Friday, 15 October 2021 at 13:03:13 Central European Summer Time
@ This root certificate is not trusted

& iCloud

System Keychains

| system
@ System Roots Name ~ Kind Date Modified Expires Keychain
/.. Underground AirPort network pas... 18 Apr 2018 at 13:10:23 -~ System
X UNICORN Public Root SSL CA certificate - 15 Oct 2021 at 13:03:13 System
G to Tt o e System
IMPORTANT
macOS might hide certificates that are not valid (e.g., expired
valid date). Select View and Show Expired Certs.
12 Expand Trust.
o0 e UNICORN Public Root SSL CA
= UNICORN Public Root SSL CA
Dortffeate Root certificate authority

Doet

e i-.f Expires: Friday, 15 October 2021 at 13:03:13 Central European Summer Time

@ "UNICORN Public Root SSL CA" certificate is not trusted
m_-)» TrUSt
V¥ Details

Subject Name
Common Name UNICORN Public Root SSL CA
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13 Select Always Trust from the When using this certificate drop-down list (1), and the
close the window (2).
L JON UNICORN Public Root SSL CA

= UNICORN Public Root SSL CA
_ff:/%'w”‘ Root certificate authority
= ﬁ_r( Expires: Friday, 15 October 2021 at 13:03:13 Central European Summer Time

@ "UNICORN Public Root SSL CA” certificate is not trusted
¥ Trust

When using this certificate: = Use System Defaults ?

Secure Sockets Layer (SSL) no value specified

UNICORN Public Root SSL CA

UNICORN Public Root SSL CA

Root certificate authority

Expires: Friday, 15 October 2021 at 13:03:13 Central European Summer Time
€ "UNICORN Public Root SSL CA” certificate is not trusted

¥ Trust

When using this certificaté v Use System Deiaults l ?

Sockets L SSL
Secure Sockets Layer ( mNever Trust

Secure Mail (S/MIME) ' no vaiue speciriea ld

14 Enter Username and Password.

~ You are making changes to the System Certificate
Trust Settings.

| Q Enter your password to allow this. :
| \

Username: || |

Password:

Cancel Update Settings ‘

If you see the O sign beside the name of the certificate, the certificate is installed
successfully.

3 Keychain Access File Edit View Window Help

S5 S aEmeEs System

o0 e Keychain Access O ® Qsearch

Bt vchains Allitems | Passwords ~Secure Notes My Certificates  Keys ~ Certificates

o login

: UNICORN Public Root SSL CA
@ iCloud Root certificate authority
;| Expires: Friday, 15 October 2021 at 13:03:13 Central European Summer Time

System Keychains © This certificate is marked as trusted for all users

o System

(@ System Roots Name ~ Kind Date Modified Expires Keychain
/.. Underground AirPort network pas... 18 Apr 2018 at 13:10:23 - System
F& UNICORN Public Root SSL CA certificate = 15 Oct 2021 at 13:03:13 System
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4.3 Setup Android devices

Ifyou are using Android 11, goto Section 4.3.1 Set up Android 11 devices,
onpage42.

IMPORTANT
You must be connected to the same network where the Computer with My
Instruments is connected.

1 On the Computer with My Instruments, hover over the networkicon at the right-
bottom corner of your screen and note down the domain address.

logon.ds.  :com This is an example domain address,
Internet access your domain address is different.

2 Onyour Android remote device (e.g., tablet, smartphone), open the Chrome
browser.

Enter the My Instruments access web address together with cert.der to download
and install the certificate.

For example, if the name of the computer, where My Instruments is installed, is
GCT5FVF7C, and the domain address is logon.ds.....com, then My Instruments
access web address will be as illustrated below:

Mew Tab 4 =+

C 1 @ hitps//GCTSFVF7Clogon.ds., 1.com:8080/cert.der

Must be https:// ‘

Default port number
Computer name where

My Instruments is installed Certificate

Domain name of
your company

IMPORTANT

If you have used this device to access an earlier version of My
Instruments, you may already have a certificate installed in this
device, hence you can skip installing the certificate.
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The Your connection is not private page can appear on the first attempt. Thisis

normal, tap the Advanced button, and then tap the Proceed to ..... link.
T Ll 64%m 09:29 = NGl s4nm 09:29
O A /apps/hoi @ 3 O A /apps/hor @

A This server could not prove that it is

; its security certificate is not
trusted by your device's operating system. This
Your connection is not private may be caused by a misconfiguration or an

Attackers might be trying to steal your attacker intercepting your connection

information from (for example,

Proceed to n,mm:ev
passwords, messages, o credit cards). Learn
more

NET::ERR_CERT_AUTHORITY_INVALID

[J Help improve Safe Brow

ending some

ystem information tent to Google
Back to safety Back to safety
Advanced Hide advanced

@
Tap the downloaded certificate (appears either at the bottom of the screen or a notifi-

cation appears on the top panel of the screen.

Enter Cert as Certificate name, then tap OK.

Certificate name

Certificate name
Cert

Used for

VPN and apps

Package contains
One CA certificate

CANCEL

Ifthe Login page appears, the installation is successful. The Username and Pass-
word are case sensitive.
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@) cytiva

My Instruments

Version 1.2

Username

Username: default ————

Password

[ Show User License Agreements |

Password: default

In this section
Section See page
4.3.1 Set up Android 11 devices 42
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4.3.1 Set up Android 11 devices

IMPORTANT
You must be connected to the same network where the Computer with My
Instruments is connected to.

1 Inthe Computer with My Instruments, hover over the networkicon at the right-
bottom corner of your screen and note down the domain address.

legon.ds. .com

This is an example domain address,
Internet access / your domain address is different.

2 Inyour Android remote device (e.g., tablet, smartphone), open the Chrome
browser.

Enter the My Instruments access web address together with cert.der to download
and install the certificate.

For example, if the name of the computer, where My Instruments is installed, is
GCT5FVF7C, and the domain address is logon.ds.....com, then My Instruments
access web address will be as illustrated below:

Mew Tab b4 =+

C 0 @ https//GCTSFVF7Clogon.ds.. .com:8080/cert.der

Must be https:// ‘

Default port number
Computer name where

My Instruments is installed Certificate

Domain name of
your company

IMPORTANT

If you have used this device to access an earlier version of My
Instruments, you may already have a certificate installed in this
device, hence you can skip installing the certificate.
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The Your connection is not private page can appear on the first attempt. Thisis

normal, tap the Advanced button, and then tap the Proceed to ..... link.
NG T il 64%m 09:29 = N T Ll 64% m 09:29
O A /apps/hor @ % O A /apps/hor @

A This server could not prove that it is

sits security certificate is not
trusted by your device's operating system. This
Your connection is not private may be caused by a misconfiguration or an

Attackers might be trying to steal your attacker intercepting your connection.

information from (for example,

Proceed to o;mnsale)
passwords, messages, or credit cards). Learn
more

NET:ERR_CERT_AUTHORITY_INVALID

[ Help improve Safe Browsing by sending some

system information and page content to Google

Back to safety Back to safety

Advanced Hide advanced
&
Tap the downloaded certificate (appears either at the bottom of the screen or a notifi-
cation appears on the top panel of the screen.

Navigate to Settings ~Security ~Encryption & credentials and tap on Install a
certificate.

& Encryption&credent.. QU @

ENCRYPTION

Encrypt phone

Encrypted

CREDENTIAL STORAGE

Storage type

Hardware-backed

Trusted credentials
Display trusted CA certificates

User credenti
View and modif;

Install a certificate

Install certificates from ﬁmm(w( |)

Clear credentials
Remove all certificates
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6 Tap on CA certificate and download it.

& Install a certificate Q

CAcertificate ()
VPN & app use*muﬂcate

Wi-Fi certificate

7 Tap Install anyway.

A

Your data won't be private
CA certificates are used by websites, apps, and
VPNs for encryption. Only install CA certificates

from organizations you trust
If you install a CA certificate, the certificate

owner could access your data, such as
passwords or credit card details, from websites
you visit or apps you use — even if your data is

encrypted.

Install anyway Don'tinstall

o

credentials.

& Encryption &credent.. QU @

ENCRYPTION

Encrypt phone
rypted

CREDENTIAL STORAGE

Trusted credentials

isplay trusted CA certificate (l)

User credentials

View and modify stored credentials

Install a certificate
nstall certificates from storage

Clear credentials

Remove all certificate:
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Navigate to Settings —~Security —~Encryption & credentials and tap on Trusted
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4.3.1 SetupAndroid 11 devices

Ensure that UNICORN Public Root SSL CA has been installed.

& Trusted credentials
SYSTEM USER

UNICORN Public Root SSL CA

Ifthe Login page appears, the installation is successful. The Username and Pass-
word are case sensitive.

@) cytiva

My Instruments

Version 1.2

Username

Username: default ———

Password

[ Show User License Agreements |

Password: default
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4.4  SetupiOSdevices

IMPORTANT
You must be connected to the same network where the Computer with My
Instruments is connected.

1 On the Computer with My Instruments, hover over the networkicon at the right-
bottom corner of your screen and note down the domain address.

legon.ds. .com

This is an example domain address,
Internet acce 4 your domain address is different.

2 OnyouriOSremote device (e.g., iPhone, iPad), open the Safari browser.

Enter the My Instruments access web address together with cert.der to download
and install the certificate.

For example, if the name of the computer, where My Instruments is installed, is
GCT5FVF7C, and the domain address is logon.ds.....com, then My Instruments
access web address will be as illustrated below:

Mew Tab b4 =+

C {0 @ httpsy//GCTSFVFIClogon.ds. Lcom:8080/cert.der

Must be https:// 1

Default port number
Computer name where

My Instruments is installed Certificate

Domain name of
your company

IMPORTANT

If you have used this device to access an earlier version of My
Instruments, you may already have a certificate installed in this
device, hence you can skip installing the certificate.
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Ifthe This Connection Is Not Private window appears, act according to the illustra-
tions below:

b

S
[ =

Tap Allow and then tap Close.

[ =
S

Goto Settings.
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Tap Profile Downloaded, and then tap Install.

&

&

Enter your passcode.
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Tap Install and then tap Done.

S

&

Open Settings - General - About — Certificate Trust Settings.

[ B
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9 Tap to Switch on the Root Certificate, then tap Continue. (If there are more than
one items with this name, switch on all of them).

‘-3
‘-3

10 Open Safari browser and enter the My Instruments access web address.

Ifthe Login page appears, the installation is successful. The Username and Pass-
word are case sensitive.

¢) cytiva

My Instruments

Version 1.2

Username

Username: default ——————

Password

Password: default ——

‘ Show User License Agreements l
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5 Advanced configurations

About this chapter

This chapter will guide you through the advanced configuration. These steps are not
mandatory to perform for using My Instruments. It is assumed that the person
performing these steps has advanced IT administration knowledge.

IMPORTANT
You need Administrator rights to perform the instructions in this
chapter.
In this chapter
Section See page
5.1 Configure DSA 52
5.2 Configure CA 54
5.3 Create new Root SSL CA certificates 57
5.4 Manage Security 62
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5.1 Configure DSA

5.1  Configure DSA

The DSA configurationfile DataLinkAdapter.dll.configislocatedin:
C:\Program Files (x86)\Cytiva\My Instruments\Bin

Thisis an XML file and can be edited in Notepad. An example configuration is given
below:

Foaa pter.ll - Notepac - o
File Edit Format View Help
<?xml version="1.8" encoding="utf-8"?>
<configuration>
<configSections>
<section name="users" type="System.Configuration.AppSettingsSection" />
</configSections>
<appSettings>
<add key="PortNumber” value="9000" />
"MaxClients" value="100" />
axRequests" value="100" />
essionLifeTime” value="60" />
<add key="CertFingerprint” value="66AD35895740513AAA7B207CE123EDSACSF787AC" />
<add key="CertAppid" value="{@1823341-bcc9-4ebc-9deb-bcd5cOboofbl}" />

</appSettings>
<uj:;;>key="system" value="system: :5FD9OEER1] 88648BF7CESBE260B813C513085141D252446D3229CE : system:dashboard" />
</users>
</configuration>
Ln1,Col 1 100%  Windows (CRLF) UTF-8 with BOM
Configuration Keys
The example file contains the following keys:
Keys ‘ Description
PortNumber This port number is used for connections between an adapter

and an Instrument Server. The default value is 9000.

MaxClients This configuration defines the maximum number of simulta-
neous Instrument Servers that are allowed to connect to the LS
Gateway. If the defined number is reached, connection request
from any Instrument Server is declined. The default value is 100.

MaxRequest This configuration defines the maximum number of connection
requests per minute that can be sent by each Instrument Server
connected to the LS Gateway. If the defined number is reached
by an Instrument Server, any new connection request from that
Instrument Server is declined. The default value is 100.

SessionLifeTime | This configuration defines, for how long a session stays live
without any communication between the instrument and
DSADashboard adapter. The default value is 60 seconds.
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Keys ‘ Description

CertFingerprint | This configuration defines the fingerprint of the certificate that
isused when HTTPS is enabled. A certificate is identified by its
fingerprint and the adapter uses the fingerprint to find the
certificate in the certificate storage. The certificate is used for
encryption of the channel used by the adapter. The default
valueforCertFingerprintis
7016£6a8ad4988e70578d95blelcc32729916a02
which is the thumbprint for the supplied self-signed certificate.

CertAppid This configuration defines the ID of the adapter that uses the
certificate. The ID is unique among all applications using the
certificate storage in the operating system. The default value
forCertAppidis {01823341-bcc9-4ebc-9deb-
bcd5c0b99fbl}.

User Instrument Servers that intend to connect to the adapter must
be authenticated using a username and a password. Several
Instrument Servers can use the same username and password
pair. Auser ID is defined using the tag add where the keyis the
username and the va lue contains the following items sepa-
rated by colon (: ):

* username

* Realm,for DSAitisdashboard

* Hashed password.

* Role, forDSAitis system

* Privilege, for DSAitis dashboard.

For more information, see Section 5.4 Manage Security,
on page 62.

@ IMPORTANT

For the new settings to be active, You must restart the Instrument Server and
the Computer with UNICORN.
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5 Advanced configurations
5.2 Configure CA

The CA configuration file CADashboard.dll.configislocatedin:

C:\Program Files (x86)\Cytiva\My Instrume

nts\Bin

Thisis an XML file and can be edited in Notepad. An example configuration is given

below:

) cADashboard.dll - Notepad

File Edit Format View Help
<?xml version="1.0" encoding="utf-g8"?>
<configuration>
<configSections>
<section name="users" type="System.Configuration.Appsettingssection” />
</configsections>
<appsettings>
<add key="Porthumber" value="8080" />
<add key="MaxClients" value="100" />
<add key="MaxRequests" value="108" />
<add key="EnableCleanup” value="false" />
<add ki CleanupDelay” value="7" />
<add key="SessionLifeTime" value="259200" />
<add key="CertFingerprint"” value="70616f6a8ad4988e70578d95blelcc32729916a02" />
<add key="CertAppid" value="{5aabf5bl-cc13-470b-8692-0a2a2e3efo01}" />

</appsettings>
<users>

</users>
</com‘iguration>‘

<add key="default” value="default:dashboard:24BDF2756BD21C49758DD490FD7C86A9B849A1F68D70872FO9FE912B1C8DFCED:
dashboard:dashboard” />

Configuration Keys

The example file contains the following keys:

Keys

PortNumber

‘ Description

This port number is used for connections between an adapter
and a web browser. The default value is 8080.

MaxClients

This configuration defines the maximum number of simulta-
neous web browsers that are allowed to connect to the LS
Gateway. If the defined number is reached, the connection
request from any web browser is declined. The default value is
100.

MaxRequest

This configuration defines the maximum number of connection
requests per minute that can be sent by each web browser
connected to the LS Gateway. If the defined number is reached
by a web browser, any new conneciton request from that web
browser is declined. The default value is 100.

EnableCleanup

This configuration defines if a cleanup of disconnected instru-
ments can be done. If enabled, instruments that have been
disconnected from the LS Gateway for the delay time defined in
the CleanupDelay configuration, are removed from My
Instruments dashboard. The default value forEnable-
Cleanupisfalse.
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Keys ‘ Description

CleanupDelay This configuration defines the allowed number of days an
instrument can be disconnected from the LS Gateway before it
is removed from My Instruments dashboard. The instruments
areonly removed ifthe EnableCleanup configurationis set
totrue. The default value for CleanupDelayis 7 (days).

SessionLifeTime | This configuration defines, for how long a session stays live
without any communication between the CADashboard
adapter and the browser viewing the My Instruments dash-
board. The default value is 259200 seconds (72 hours).

CertFingerprint | This configuration defines the fingerprint of the certificate that
isused when HTTPS is enabled. A certificate is identified by its
fingerprint and the adapter uses the fingerprint to find the
certificate in the certificate storage. The certificate is used for
encryption of the channel used by the adapter. The default
valueforCertFingerprintis
7016f6a8ad4988e70578d95blelcc32729916a02
which is the thumbprint for the supplied self-signed certificate.

CertAppid This configuration defines the ID of the adapter that uses the
certificate. The ID is unique among all applications using the
certificate storage in the operating system. The default value
forCertAppidis { 5aabf5bl-
ccl3-470b-8692-0a2a2e3ef901}.

User Instrument Servers to be connected to the adapter must be
authenticated using a username and a password. Several
Instrument Servers can use the same username and password
pair. Auser ID is defined using the tag add where the keyis the
username and the va lue contains the following items sepa-
rated by colon (: ):

® username

* Realm,forCAitisdashboard

* Hashed password.

* Role, forCAitisdashboard

* Privilege', for CAitis dashboard.

For moreinformation, see Section 5.4 Manage Security,
on page 62.

N

The user can either have dashboardorcontrol privilege.

The privilege dashboard isusually used when displaying My Instruments dashboard in public
areas, for example, on awall-mounted touch screen.

The privilege control isusually usedin a private environment, for example, on a desktop or
lab computer.
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Note: To activate the configuration changes made to CA, the My Instruments
service must be restarted, see Restart My Instruments, on page 62.

@ IMPORTANT

For the new settings to be active, You must restart the Instrument Server, the
Computer with UNICORN, and the Computer with My Instruments.
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5.3 Create new Root SSL CA certificates

Note:

The following process has been automated using the UNICORN Service tool

7.9. If you do not have access to the UNICORN Service Tool 7.9, the manual

process is described below.

When the UNICORN Public Root SSL CA certificate reaches the expiry date, follow
these instructions to create new Root SSL CA certifiicate. The certificate will be valid for
two years.

1.

Enter PowerShell in Windows search, select Windows PowerShell and then

click Run as Administrator.

Best match

E Windows PowerShell
App

Apps

% PowerPoint

2 Windows PowerShell ISE
Windows PowerShell (x86)

B Windows PowerShell ISE (x86)
Search work and web

p power - See work and web results

Settinas (7+)

GotoC:\Program Files
and open the readmecCertificates.txt file.

0

W g N

Windows PowerShell

App

Open
Run as Administrator %
Run ISE as Administrator

Windaws Powershell ISE

(x86) \Cytiva\My Instruments\Bin

Copy-paste the first command from the readmeCertificates.txt file in the
PowerShell window. The command is marked as 1 in the illustration below. This
will create the UNICORN Public Root SSL CA certificate.
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BN Administrator: Windows PowerShell - [m] *

. All rights

portable

4. Tocheckthe UNICORN Public Root SSL CA, Enter Manage computer certifi-
cates, in the Windows search and press Enter.

5.  Expandthe Personalfolder and click Certificate folder on the left. The certifi-
cate canbe foundin the list on theright.

[ certim - [Centificates - Local Computer\Personal\ Certificates] - o x
File Action View Help

e nm 4 RIXEEIHD

G Centificates - Local Computer A || lssued To Issued By Expiration Date  Intended Purposes  Friendly N~
- PE’S(”“‘f .My Instruments SSL Certificate  GE Healthcare Life Sciences Root .. 3/6/2025 <All> My Instrur,
= ::‘R'“:EC‘ e Z]My Instruments SSL Certificate  GE Healthcare Life Sciences Root ... 3/6/2025 <All> My Instrur
rustec Root Certification Authorities Z.1My Instruments SSL Certificate  GE Healtheare Life Sciences Root .. 3/5/2025 <All> My Instrur
Enterprise Trust
024 <All> Wy Instrur

[
T T 2] My Instruments SSL Certificate  GE Healthcare Life Sciences Root ...

INICORN Public Raot SSL CA  UNICORN Public Root S5L CA 1/11/2023

Trusted Publishers

Untrusted Certificates Z;1UNICORN Public SSL Certificate  UNICORN Public Root SSL CA 9/17/2022 Server Authenticati... UNICORN
Third-Party Root Certification Authorities Z;]UNICORN Public SSL Certificate  UNICORN Public Root SSL CA 33172022 Server Authenticati.. UNICORN
v« >

Trusted Peoole

Personal store contains 25 certificates.

6. Followstep 1-3 to create SSL certificates for the webservers within My
Instruments.

7.  Openthe PowerShell again (follow step 1).
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8. Gobacktothe readmecCertificates.txt and copy-paste the rest of the
commands in the PowerShell window, one after another. The commands are
marked as 2, 3,and 4 in the illustration below.

o

9.  Writedown the long code under Thumbprint. Not the one in the below
image. Write down the code as it appears on your screen.

GetHostName()

tificate: :LocalMachine\My

L Certificate

10. Gobacktothe Manage computer certificates window. See step 3.

11. Expand Trusted Root Certification Authorities folder on the left.
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folder under the Trusted Root Certification Authorities folder.

Drag and drop the UNICORN Public Root SSL CA certificate to the Certificate

13.
Files

14.
seperately in Notepad.

-~

MName

CADashboardView
Configuration
u Adapter.config.sd
% AdapterApi.dil
%] CADashboard.dll
|| CADashboard.dll.config
|j ComponentApi.dll
|:| ConfigurationApi.dil
|4] DataLinkadapter.dil
|j DatalinkAdapter.dll.config
] pmc.dn

15.

certlm - [Certificates - Local Computer\Personal\Certificates] - o X
File Action View Help
o a@l 4o X BE
Gl Certificates - Local Computer A || Issued To Issued By Expiration Date  Intended Purposes  Friendly N
;i ecanal [55]Bio-Sciences Root CA Bio-Sciences Root CA 9/22/2049 <All> <None>
e ;e:‘é'“:ag ——— [,]Bio-Sciences UNICORN Interme... Bio-Sciences Root CA /172050 Code Signing <None>
s CEM_”"t srification Authortfies 251Bio-Sciences UNICORN SSL Cer... Bio-Sciences UNICORN Intermedi...  4/1/2050 Server Authenticati..  <Nones
| Certificate;
— RS My SSL Certficate  GE Healthcare Life Sciences Root .. 3/6/2025 <All> My Instrur.
3 Intermediste Crtfication Authoriies Z.IMy Instruments SSL Certificate  GE Healthcare Life Sciences Root .. 3/6/2025 <All> My Instrur
| Trusted Publishers Z5IMy Instruments SSL Certificate  GE Healthcare Life Sciences Root .. 3/5/2025 <All> My Instrur
= Untrusted Certiicates Z.My Instruments SSL Certificate  GE Healthcare Life Sciences Root . 6/19/2( <All> My Instrur
] Third-Party Root Certification Authorities 2% UNICORN Public Root SSL A UNICORN Public Root S5L CA 11/
) Trusted People Z,JUNICORN Public SSL Certificate  UNICORN Public Root SSL CA 9/17/2022 Server Authenticati..  UNICORN
~ Client Authentication Issuers Z;JUNICORN Public SSL Certificate  UNICORN Public Root SSL CA 3/31/2022 Server Authenticati.. UNICORN
7 Preview Build Roots Z;JUNICORN Public S5L Certificate  UNICORN Public Root SSL CA 11/8/2021 Server Authenticati..  UNICORN

Locate the Bin directory of My Instruments. Default pathis C: \Program
(x86) \Cytiva\My Instruments\Bin.

Openthe CADashboard.dll.config and DataLinkAdapter.dIl.Config files

Date modified Type Size
File folder
! File folder
i1/ X5D File TKB
9/11/2020 11:01 AM  Application extens... 15KB
9/11/2020 11:01 AM  Application extens... 63 KB
9/22/2020 12:55PM  CONFIG File 1KB
/202011:01 AM  Application extens... 15 KB
/2020 11:01 AM  Application extens... 14 KB
9/11/2020 11:01 AM  Application extens... 42 KB
9/22/2020 12255 PM  CONFIG File 1KB
9/11/2020 11:01 AM  Application extens... 17 KB

16.
17.

18.

wrote down in step 8 and save the files.

In both files, replace the CertFingerprint value with the thumbprint value you

[ c:\Program Files (x86)\Cytiva\My Instruments\Bin\CADashboard.dll.config - Notepad++ - u} X
File Edit Search View Encoding Language Settings Macro Run Plugins Wind %
cHHERLE smhloedglax|BEISTEEEAae 0ENBE
[ CADashboard dll.config E3 i
a <section name="users" type="System.Configuration.AppSettingsSection" /> ~
</configSections>
<appSettings>
<add
8 <add
9 <add
1 <add "EnableCleanup" val />
11 <add "CleanupDelay" va
12 <add ionlifeTine" val "/
1 | <eaa ertFingerprint” value="AD2C754A3F705121DEFED033207CEEFIBE59CERE" /> |
14 <add key="CertAppid" value="{oaablobl-ccl3-47Ub-50 TS0}
15 <fappSettings>
16 <users> .
< >
eXtensible Markup Language file  length: 814 fines: 13 Ln:1 Col:1 Sel:0]0 Windows (CRLF)  UTF-8-BOM INS

Restart the computer.
Goto https://localhost:8080/and login.

Clickthe icon and select Certificate.
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€) My Instruments x  +

< c O
e

pcalhost:8080/app#/dashboard

Connection is secure

Your information (for example, passwords or credit
card numbers) is private when itis sent to this site.

Learn more

r\sp\ayed 0

B Centfieate (Valid)

| ]

- o x

ok B *=Q

& default

Search

W Show certificate (issued by UNICORN Public Root SSL CA) ‘

@ Cookies (5 inuse)
£ Site settings ‘

19. Checkthatthe Certificate is valid for two years.

n  Certificate X

General Details Certification Path

I_ﬁ Certificate Information

This certificate is i for the fing pur,
# Ensures the identity of a remote computer

Issued to: UNICORN Public 550 Certificate

Issued by: UMICORM Public Root S5L CA

Valid from 9/22/2020 to 8/22/2022

Issuer Statement

My Instruments Installation Guide 29301259 Al

61



5 Advanced configurations
5.4 Manage Security

5.4  Manage Security

My Instruments uses the authentication and authorization mechanisms supplied
through a security package. Any system, Instrument Server, or user that intends to
connect and use My Instruments must be defined in the configuration files for the DSA
(systems) or CA (end users). The configuration file for DSA or CA has the following

format:
<users>
<<add key="username" value="username:realm:HashedPass-
word:
role:privilege"/>>
</users>
Where:
username Forexample, system, steve, anne, etc.
realm Anything forexample, system, dashboard, dsadapter,
cadapter,etc.
Hashed- Astring of letters and numbers generated by the Password
Password Generator Console Utility.
role Must be systemfor DSAand dashboard for CA.
privilege Must be dashboard for DSA but can be either dashboardor
control for CA.
Restart My Instruments

From the computer where My Instruments is installed:
1. Open Windows Task Manager.
2. Selectthe Services tab.

3. Right-click on.....My Instruments and then select Restart.
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1 Task Manager [m}
File Options View
Processes Performance App history Startup Users Details Services
el - &

Name PID Description Status
44, FontCache3.0.0.0 11292 Windows Presentation Foundation Fo..  Running
L FrameServer Windows Camera Frame Server Stopped
5.\, elicense server 9368 elicense server Running
S My Instruments o G T i My Instruments Running
& Remote Deployment & t Remote Deployment Running

: (o]
S Virtual Control Unit Ne P & Virtual Control Unit Ne.. Running
444, GoogleChromeElevationService % gle Chrome Elevation Service Stopped
&hgpsve Open Services up Policy Client Stopped

<

) Fewer details = ‘5 Open Services

Search online
Go to details
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6 Troubleshooting

About this chapter

This chapter provides information to assist users and service personnel to identify and
correct problems that can occur when operating the product.

If the suggested actions in this guide do not solve the problem, or if the problem is not
covered by this guide, contact your Cytiva representative for advice.

Problem description ‘ Solution

My Instruments Extension startup prob- | 1. Make sure to use My Instruments configuration tool
lems to enable the system for publishing.

2. Click Tools ~Extension Management from
UNICORN Administration window to make sure that
all the extensions are installed and enabled.

3. Logoutof UNICORN and restart the Instrument
Server.

Software help not opening in macOS- Follow one of the following options:

Safari browser
* Use Chrome browser.

* Click File »Save as, and save the software help as
PDF.

My Instruments service not started. Start My Instruments service using the UNICORN Service
Tool or Windows services.

The UNICORN Instrument Server logs 1. Make sure that the My Instruments server is up and
the following message: running.
Plugin 'DashboardExten- 2. Make sure that the network connection to the My

sion':Failed to send data

Instruments is active and working.
to LS Gateway

3. Make sure that the correct port numberis usedin the
My Instruments configuration tool — General
settings.

4. Make sure the firewall settings are correct for the
configured port.

The UNICORN Instrument Server logs Make sure that the valid credentials have been entered in
the following message the My Instruments configuration tool.

Plugin 'DashboardExten-
sion':[CONN] Failed to
authenticate
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Inthe UNICORN client logs the following
message when trying to open the My
Instruments configuration tool:
Unable to load Dashboard
configuration settings

6 Troubleshooting

1. Make sure that the network connection is working.

2. Make sure that the database connection is working.

The UNICORN client logs the following
message when trying to save a My
Instruments configuration settings
Unable to store the My
Instruments dashboard
configuration settings

1. Make sure that the network connection is working.

2. Make sure that the database connection is working.

The UNICORN client logs either one or all
of the following messages:

Failed to unzip plugin
files for DashboardExten-
sion

Failed to unzip plugin
files for DashboardConfi-
gurationExtension

Failed to unzip plugin
files for UNICORNExtendedA-
PIExtension

1. Stop UNICORN Instrument Server and log out of
UNICORN.

2. Locatethe Extension folderin the path where the
UNICORN binaries are installed and remove the
DashboardExtension and/or, DashboardConfi-
gurationExtension and/or, UNICORNExtendedA-
PIExtension folders.

3. Restartthe Instrument Server.

The UNICORN client logs either one or all
of the following messages:

Failed to remove plugin
DashboardExtension

Failed to remove plugin
DashboardConfigurationEx-
tension

Failed to remove plugin
UNICORNExtendedAPIExtension

1. Stop UNICORN Instrument Server and log out of
UNICORN.

2. Locatethe Extension folder in the path where the
UNICORN binaries are installed and remove the
DashboardExtension and/or, DashboardConfi-
gurationExtension and/or, UNICORNExtendedA-
PIExtension folders.

3. Restart the Instrument Server.

Cannot access My Instruments dash-
board

Make sure that the Computer with My Instruments is
on andyou are using the correct web address to access
My Instruments dashboard. For correct URL, see Section
2.5 Verify installation, on page 22.

No or slow update of My Instruments
dashboard via web browser

* Make sure thatyou are using Chrome, Safari, or Edge.
* Make sure thatyou are using the correct web address

toaccess My Instruments dashboard. For correct URL,

See Section 2.5 Verify installation, on page 22.
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Cannot see connected systems in My
Instruments dashboard.

6 Troubleshooting

Make sure that the correct computer name or IP address
has been entered in the Address filed of General
settings tab, see General settings tab, on page 20.

UNICORN Instrument Server(s) running
systems using My Instruments exten-
sions does not start correctly.

See Chapter 3 Installing My Instruments 1.2 Service Pack
3,0npage 23.
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