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1 Introduction

1 Introduction

About this document
This document isintended for personnel that install and configure Biacore™ Insight API
Server, and personnel that integrate with Biacore Insight API.

The document applies to Biacore systems with Biacore Insight Software version 6.0 or
later.

Note: Information in this document is not required by personnel using Biacore
systems for label-free interaction analysis.

Biacore Insight APl overview

This section provides a brief overview of Biacore Insight APl and its role in Biacore
Insight Software. For more information, see also Chapter 8 About Biacore Insight AP/
Server,

An Application Programming Interface (API) allows different software to communicate
and share data with each other. Biacore Insight APl enables automated export of run
data and evaluated data from Biacore Insight Software. The purpose of the export can
be to:

* Centralize data management, in a Laboratory Information Management System
(LIMS) or similar.

* Perform data evaluation in company-specific software.
* Createreports and archive data.

Biacore Insight Software consists of five separate components:

Component ‘ Function

Biacore Insight Control Controls the connected instrument and saves its
Software produced data into the database.

Biacore Insight Evaluation | Evaluates datasaved inthe database.
Software

Biacore Insight Database Stores and controls access to data.

Biacore Insight APIServer | Enables automated access to run data and evaluated
data for third-party applications.

Cytiva Software Licensing Manages the floating licenses that give access to the
Server software.
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1 Introduction
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Biacore Insight APl Server, that hosts the API, is an on-premises solution that connects
to the existing Biacore Insight Database, Licensing Server, and Active Directory. An
active Data Integration extension is required to access data via the Biacore Insight API.
The API clientis a customer developed integration application that makes data

requests.
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2 Installation overview

2 Installation overview

The table below presents an overview of the installation and configuration of Biacore
Insight API.

Step Action

1 Make sure that prerequisites are met.
See Chapter 3 Prerequisites, on page 6.

2 Set up necessary Windows user accounts with corresponding database
roles.

See Chapter 4 Set up users, on page 8.

3 Install an SSL/TLS certificate on the server and client side.
See Chapter 5 Handle certificates, on page 12.

4 Download the Biacore Insight APl Server installation file and install it.
See Chapter 6 Install the API server, on page 18.

5 Configure the APl server, including basic authentication.
See Chapter 7 Configure the APl server, on page 19.

6 Develop an API client that makes data requests via the API.

This is done outside the Biacore software. For relevant information, see
Chapter 8 About Biacore Insight API Server, on page 21 and Chapter 9
Develop an API client, on page 22.
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3 Prerequisites

3 Prerequisites

Prior knowledge

The person responsible for installation and configuration of the APl server must be
familiar with users and roles configuration in Windows Active Directory and SQL
Server. Knowledge about firewall configuration is also required.

The person responsible for integration with the API must be familiar with the HTTP(S)
protocol and web technology in the programming language of choice.

Computer requirements

The computer that hosts the APl server must comply with the requirements listed
below:

CPU with at least four cores, 2 GHz or faster.

Atleast 16 GBinternal memory.

At least 200 GB free hard disk space.

One of the below operating systems, English version:

- 64-bit Microsoft Windows Server 2022

- 64-bit Microsoft Windows 10 Enterprise

- 64-bit Microsoft Windows 10 Professional
- 64-bit Microsoft Windows 11 Enterprise

- 64-bit Microsoft Windows 11 Professional

Note: The functionality of Biacore Insight Software and Biacore Insight APl is veri-

Database

fied using an English version of Windows. Other languages than English can
cause issues.

Biacore Insight Database must either pre-exist or be installed prior to the APl server
installation. For instructions, see Biacore Insight Database Installation and Manage-
ment Guide (29287249).

After installation of a new database, you must first log into it once with Biacore Insight
Evaluation Software, before you can connect to the database with the APl server. This
isto ensure the database is updated to the installed Biacore Insight software version.

Similarly, if you want to log into an existing database with a new version of the API
server and evaluation software, you must first log in once with Biacore Insight Evalua-
tion Software.
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3 Prerequisites

License handling

The Cytiva Software Licensing Server must be installed prior to the APl server installa-
tion. For instructions, see Biacore eLicensing Guide (29287250). A Data integration
extension license is required on the APl server to enable export via the API. Other
extensions might be required to generate certain data, but not for export of already
created dataviathe API.

SSL/TLS Certificate

Itis recommended to use HTTPS protocol for communication with the APl server,
rather than HTTP. HTTPS uses certificates and the Transport Layer Security (TLS)
protocol for encryption and server authentication.

To enable HTTPS, make sure that you have a valid SSL/TLS certificate installed on the
server. For more information, see Chapter 5 Handle certificates, on page 12.
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4 Setupusers

4  Setup users

Introduction

Before configuration of the API server, Windows users must be set up, and corre-
sponding database roles must be assigned to allow specific operations. The table
below shows relevant database roles:

Role Description

BiacoreAPIServerRunner Allowed to run Biacore Insight APl Server.

BiacoreAPIClient Allowed to query APl server for data.

BiacoreAPIServerAdministrator | Allowed to getlog files and testif serveris

running.

BiacoreUsersReadOnly Allowed to read normal data from database.

BiacoreGxPreadOnly Allowed to read GxP data from database.

Note: To be able to set up logins to the database you need to have system admin-

istrator rights to the database instance.

Recommended role configurations

For security reasons, three role configurations are recommended with responsibility
for different tasks, see the table below.

User description

Required database roles for

Otherrequirements

User that runs the Biacore
Insight APl service and has
right to read data from the
database.

database login

* BiacoreAPIServerRunner
* BiacoreUsersReadOnly

* BiacoreGxPreadOnly

¢ Public

Must have the Logonasa
servicerightto be allowed to
run the APl service. Make sure
the user has write access to the
log files folder:
$ProgramData%\Biacore
\Insight

User or users allowed to  BiacoreAPIClient N/A
query the APl server for . Publi

data. ublic

User allowed to test if N/A

serverisrunning and read
log files generated by the
API.

e BiacoreAPIServerAdminis-
trator

* Public
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4 Setupusers

SQL server supports both logins for specific users and Windows groups. Both local and
Active Directory groups are supported. Using groups is preferred because it simplifies
administration and addition of new users.

Example of user setup

Follow the steps below to create users, groups, and logins for groups with different
roles mapped.

Step Action
1 Createtheusers.
Example:
* APIServerRunnerUser (user that is allowed to run the APl service).
* APIClientUser (allowed to query the APl service).
* APIAdministratorUser (allowed to monitor the API).
2 Create the groups.
Example:
* APIServerRunnerGroup (with APIServerRunnerUser as member).
* APIClientGroup (with APIClientUser as member).
* APIAdministratorGroup (with APIAdministratorUser as member).

3 Login to the database instance with system administrator rights using
SQL Server Management Studio and create logins for the groups with
correct roles mapped.

Example:

* APIServerRunnerGroup. The login has the database role BiacoreAPISer-
verRunner, BiacoreUsersReadOnly, and BiacoreGxPreadOnly mapped.

* APIClientGroup. The login has BiacoreAPIClient mapped.

* APIAdministratorGroup. The login has BiacoreAPIServerAdministrator
mapped.

For an example on how to create logins, see section 6.2 Set up database

logins in Biacore Insight Database Installation and Management Guide

(29287249).

4 Give the APIServerRunnerGroup the Log on as a service right, so the

Biacore Insight APl Installation and Management Guide 29751155 AA

members of the group are able to run the APl service.

Note:
To change this setting, you must have local administrator rights.

a. Openthe Windows start menu and search for secpol.msc. The search
results are either secpol.msc or Local Security Policy; click either of
them to start the Local Security Policy program.



4 Setupusers

Step Action

b. Intheleft pane, click Security Settings —~Local Policies ~User Rights
Assignments.

c. Intheright-hand pane, find the policy Log on as a service.
d. Right-click Log on as a service, and then click Properties.

e. Inthe Properties box, add the APIServerRunnerGroup, then click OK.

Note:

When you add a group, you might need to press the Object Types...
button, then select the Groups object type to make it possible to add a
group.

Note:
Local Security Policies might be overridden by Group Security Policies. If the
policy setting is not visible or read-only, this is probably the case.

a
File Action View Help
s | HEIXE= HE
3 Security Settings | Local Securty Setting  Explain ;ettmg -
7 Account Policies B L s svics
v [ Local Policies é
A Audit Policy -
4 User Rights Assignment
A Security Options
| Windows Defender Firewall with A [NETWORK SERVICE |
5 bt NT SERVICE\ALL SERVICES istrators
| eowork List Manager holicies NT SERVICE\MSSQLSSQLEXPRESS -
1 Public Key Policies NT SERVICE\SQLAgentSSQLEXPRESS ] 2
| Software Restriction Policies Select Users or Groups ¢ [ETWO-
| Application Control Policies
&, IP Security Policies on Local Comg | Select this object type: Nindow ..
| Advanced Audit Policy Configurat ‘Usem‘ Groups, or Bultin security pincipals Object Types.
From this location: ackup ...
[DEskToP Locations... | |CESQL...
Enter the object names to select (examples).
DESKTOP. ServerRunnedGroup Checki Names
Advanced.. oK Cancel
pstratorsNT SERVL...

istrators Users

< OK Cancel _SERVICE NETWO

5 Give all groups (APIServerRunnerGroup AND APIClientGroup AND APIAdmi-
nistratorGroup) the Allow log on locally right, required for verification of
roles in the Biacore Insight database.

Note:
To change this setting, you must have local administrator rights.

a. Openthe Windows start menu and search for secpol.msc. The search
results are either secpol.msc or Local Security Policy; click either of
themto start the Local Security Policy program.

b. Intheleft pane, click Security Settings —~Local Policies —~User Rights
Assignments.
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4 Setupusers

Step Action

c. Intheright-hand pane, find the policy Allowlog on locally.
d. Right-click Allowlog onlocally, and then click Properties.
e. Inthe Properties box, add the groups and click OK.

Note:

When you are adding a group, you might need to press the Object
Types... button, then select the Groups object type to make it possible to
add a group.

IMPORTANT

As this policy allows users tolog on to the server, itis
recommended to disable remote desktop connections
for these users. Itis also recommended to use a separate
user for server administration.

Biacore Insight APl Installation and Management Guide 29751155 AA 11



5 Handle certificates

5 Handle certificates

Introduction

To enable secure communication and server authentication using HTTPS, an SSL/TLS
certificate with its corresponding private key must be installed on the API server. This
chapter walks you through the manual steps that are required to install such a certifi-
cate both on the APl server side and the API client side. It does not guide you how to
obtain a certificate, as the process can vary depending on your environment and
security requirements. This chapter presents minimum recommendations, your
organization might have other demands.

Contactyour IT organization or relevant authorities for more detailed information on
how to obtain and handle certificates.

Certificate recommendations

* Self-signed certificates are not recommended.

* |tisrecommended to use a certificate chain of trust where all API clients trust a
certificate higher in the chain. This enables renewal of an expired or compromised
certificate on the server without requiring certification renewal on all API clients.

* The certificate must be issued for the Biacore Insight API Server's public computer
name, domain, or IP address. A Fully Qualified Domain Name (FQDN) is recom-
mended. For example, certificates issued to Llocalhost does notworkwhen
connecting from a remote computer, but certificates issued to the FQDN
mycomputername .mydomain.orgworks.
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5 Handle certificates

Add orrenew APl server certificate

Follow the steps below to add a new certificate, or renew an expiring certificate, on the
server.

Step Action

1 Open the Windows Start menu, or the Windows Search box.

2 I
Work Apps Documents  Web Settings People »

Best match

I t, Manage computer certificates
Control panel 3

Search work and web Manage computer certificates

Contral panel
manage com - See work and web

results
manage computer
). manage computer certificates
manage comics
manage communications

| manage computer storage

=' 1 Search

2 Search for the program Manage computer certificates andrunit.
3 Open the Personalfolder, right-click Certificates, then click All Tasks
—Import.

certlm - [Certificates - Local Computer\Personal\Certificates]
File Action View Help
= 2@ olczHE

_a}J Certificates - Local Computer

~ || Personal
| Certificates
S ] Trusted Root C I All Tasks > I Request Mew Certificate...
> _ Enterprise Trusi View 5 I Import... I
3 | Intermediate C .
5 [ Trusted Publisk Refresh Advanced Operations b3
> _ Untrusted Cert Export List...
» || Third-Party Rov
> [ ] Trusted People Help
» [ ] Client Authentication Issuers
4 Follow the instructions and select your certificate file.
Note:

Choose any additional applicable options depending on security level. If you
are uncertain, use the default settings.
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5 Handle certificates

Step Action

IMPORTANT
Do not enable strong private key protection.

5 Complete the import.

6 Double-click the imported certificate in the view. Verify that you have the
private key that corresponds to the certificate. (See screenshot below.)

| Certificate X

Genersl Detals  Certification Path

R Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer
» Al issuance polces

Issued bto:  locahast
Issued by: locabhost

Valid from 2021-03-11 to 2026-03-11
I T You have 8 private key that correspands to this certificate, I

IMPORTANT

Ifyou do not have the private key that corresponds to
the certificate, make sure you imported the correct
certificate and repeat the previous steps.
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5 Handle certificates

Action

7

10

Click the Details tab and find the Thumbprint. Copy the thumbprint from
the text box.

n Certificate X
General Certification Path
Show: | <all> ~
Field Value
[E]Public key RSA (2048 Bits)
DPubhc key parameters 0500
@Key Usage Digital Signature, Key Encipher...
@Enhan(ed Key Usage Server Authentication {1.3.6....
& Subject Alternative Name DNS Mame =localhost
-=| Thumbprint I ac425a 1bea80a7fe88a2f535¢...
Friendly name 115 Express Development Cert...

|
| 2cd25albe880a7£988a2£535ch8B163075efb744 |

Edit Properties... Copy to File...

(Only if renewing certificate) Open a Windows administrator command
prompt and type the following command, replacing
<biacore_server_port> with the configured port of the Biacore Insight API
Server:

netsh http delete sslcert
ipport=0.0.0.0:<biacore_server port>

Open a Windows administrator command prompt and type the following
command, replacing <biacore_server_port> with the configured port of
the Biacore Insight API Server, and <thumbprint_of certificate> with the
thumbprint copied in the previous step:

netsh http add sslcert
ipport=0.0.0.0:<biacore_server port>
certhash=<thumbprint of certificate>
appid={8CA40661-52AB-44AE-9293-49EBA7C52D20}

The certificate is now available for the APl server to use. The server service
might need to be restarted if it was configured and started before a valid
certificate was in place. Renewing or adding an additional certificate can
generally be done without a restart.
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Step

5 Handle certificates

Action

11

(Optional) If you want to test the connection to the server from the server
itself, add the certificate as a Trusted Root Certification Authority by
performing steps 1-6 in the Trusted Root Certification Authority
—Certificates folder.

API client certificate

The computer running the API client must trust the Biacore Insight API Server's certifi-
cate to enable communication between the two computers. If the server certificate is
signed by an already trusted certificate, no further action is needed.

However, if the certificate is not signed by a trusted certificate or is self-signed,
perform the following steps:

Step

Action

1

From the start menu, search for the program Manage computer
certificates and run it. For detailed instructions, see steps 1-3in Add or
renew API server certificate, on page 13.

Note:

Ifyou want to reduce attack surface areas and know that only a certain user
will connect to the Biacore Insight API Server, you can instead search for and
start Manage user certificates.

Inthe folder Trusted Root Certification Authorities —Certificates, right
clickand select All Tasks —Import.

ﬂcertlm - [Certificates - Local Computer\Trusted Root Certification Authorities\Certificates)

File Action View Help
¢ 2@ 0 B3 Bm
¥ Centificates - Local Computer
w | Personal
| Certificates
v Trusted Root Certification Authorities
Cemﬁmtm All Tasks » Import...
. Enterprise Trust
| Intermediate C View >
Trusted Publish
| Untrusted Certi Refresh
Third-Party Roc Export List..
Trusted People
Client Authentit Help

Follow the on-screen instructions and select your certificate file. Choose any
additional options desired, depending on security level. If you are uncertain,
use the default settings.
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5 Handle certificates

Step Action

4 Double-click the imported certificate in the view.

IMPORTANT

Make sure that you do not have the private key corre-
sponding to the certificate. If you do, you have likely
imported the full certificate and not only the public part.
If the dialog below mentions the private key, consider
removing the certificate and re-importing only the
public part, as this may be a security issue.

s Certificate X

General  Details  Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):

» Allows data on disk to be encrypted
= All ssuance policies

Issued to: SYSTEM

Issued by: SYSTEM

Valid from 2024-02-14 to 2124-01-21

5 Ifrequired, repeat steps 1-4 to add the certificate in the folder
Intermediate Certification Authority —Certificates depending on how
the certificate was issued. You can see which part of a certificate chain is not
trusted by opening the Certification Path tab.

6 Ifyou are not allowed to alter the Trusted Root Certification Authorities
store due to security requirements, you can place the API client certificate in
other places. For more information, search for and open the Certificate
Directory page on the Microsoft website to read about the Certificate
Stores.

Biacore Insight APl Installation and Management Guide 29751155 AA 17



6 Install the APl server

6 Install the APl server

Follow the steps below to install Biacore Insight APl Server.

Note: Local administrator rights are required to complete the installation.

Step Action

1 Download the Biacore Insight APl installation package. It can be downloaded
in either of two ways

* FromtheeDelivery Portal hitps://cytiva.com/eDelivery using the Activa-
tion ID.

* From https://cytiva.com/support/software/biacore-downloads after regis-
tration.

2 Double-clicktheBiacore Insight API Server Setup.exefileto
start the installation.

3 Read the license terms and conditions, select the Iagree to the license
terms and conditions checkbox, and click the Install button.

4 When the installation is completed, you can either click Close to close the
installation wizard and continue with the configuration later, or click Launch
to start the configuration right away. For details on how to configure the
Biacore Insight APl Server, see Chapter 7 Configure the APl server,
onpage 19.

3 Biacore Insight AP| Server Setup - x

& Biacore Insight API Server

Installation Successfully Completed
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7  Configure the APl server

Follow the steps below to configure Biacore Insight APl Server.

Step

Action

1

Configure the Biacore Insight APl Server by using the Biacore Insight API
server configuration tool. Start the tool by double-clickingthe Biacore
Insight API Server Configuration.exefile orbyclickingon

the Launch button at the end of the installation of the Biacore Insight API
Server.

Note:

To be able to start the API server, certain users need to be set up, see Chapter
4 Set up users, on page 8.

Fill in the required information in the Biacore Insight Server Configuration
window, see (1) to (6) in the below image and table.

Click the Configure (7) button to configure and to start the Biacore Insight
APIServer. Review the status of the APl server in the Service status (8) field.
Relevantinformation messages are displayed in the Information (9) field.

€ Biacore Insight API Server configuration tool

Server configuration

License server licenseserver.myorg.com

Service configuration

Service username BiacoreApiRunner
Domain

Servicepassword | *eRsRRsmmmsmamannens

HTTP configuration

erver URL https://localhost:50000/

Data Source=\SQLEXPRESSiInitial Catalog=Biacore Insight Database:MultipleActiveResultSets=True:Integrated Security=SSPl:Encrypt=TrueTrustServerCertificate=True: e

ration will be saved to file: CAProgram

information

2024-05-20 14:12:37 Service status: Stopped

Insight API
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7 Configure the APl server

connection (2)

Licenseserver | Entertheaddress of the license server. Ifthe license serveris

(1) installed on the same computer as the APl server, enter local-
host. For more details, see Biacore eLicensing Guide
(29287250).

Database Enter a valid connection string, used for connecting to the SQL

server database. Example:

Data Source=.\SQLEXPRESS;Initial Catalog=Biacore Insight
Database;MultipleActiveResultSets=True;Integrated
Security=SSPI;Encrypt=True;TrustServerCertificate=True

The mostimportant settings are:
¢ DataSource: Thefullname of the SQL Server instance with
the syntax ComputerName\ShortInstanceName

¢ Initial Catalog: The database in the SQL server instance to
connect to.

Token Valid for | The maximum number of days an access token will be valid for.
(Days) (3)
Service Enter the username of the user that will start the service. For
username (4) more details, see Chapter 4 Set up users, on page 8.

Ifthe user is a local Windows user, enter the username.

Ifthe user is a domain user, enter DOMAIN\username
Service Enter the password of the user that will start the service. For
Password (5) more details, see Chapter 4 Set up users, on page 8.
ServerURL(6) | Anexample URLis https://biacoreapi.myorg.com:50000/. By

using "https”, the secure encrypted HTTPS-protocol is used,
which is recommended. This requires certificates, see Chapter 5
Handle certificates, on page 12.

For test purposes, the http protocol can be used. Be aware that
data, such as user credentials, is then transferred unencrypted.

:50000inthe example indicates that port 50000 will be used for
the communication with Biacore Insight API Server. To avoid
conflicts, make sure that the portis not already in use. If so,
select another port. To be able to access the port from the API
client, make sure that the selected portis opened in the firewall.

Configure (7)

Click to configure and to start the Biacore Insight API Server.

Service status
(8)

Displays the status of the APl server.

Information (9)

Displays relevant information messages.
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8 About Biacore Insight API Server

8 About Biacore Insight APl Server

Introduction

Biacore Insight APl Server is an on-premises web APl server that is run in a Windows
Service. The name of the Windows Service is BiacorelnsightApiServer, and its display
name is Biacore Insight API Server.

The API server uses token-based authentication to provide security. The token makes a
snapshot of the claims when it is created.

For a general software overview, see Chapter 1 Introduction,

Available endpoints

The table below shows all endpoints available via the API.

Endpoint ‘ Description

Get Token Retrieves a token for a given user.

Assay Item Search Searches the database for specific items, enumerated
asalist.

Assay Tree Search Searches the database for specific items, returning
the matching items as afiltered database folder tree.

Get Run Data Retrieves allrun datafromarun.

Get Evaluation Data Retrieves all data from an evaluation.

Get Heartbeat Examines the availability and reachability of the API

server by checking its heartbeat.

Get Log Files Retrieves log files that help troubleshooting issues
with obtaining the APl server to start or with getting
data from the APl server.

Concurrentrequest limit

The APl server has a concurrent request limit functionality, used to control the rate of
requests from the network. It prevents cyber security attacks.

In the API Server, the concurrency limit setting is set to a value of maximum concurrent
requests. Additionally, queue functionality exists that makes sure that only one evalua-
tionrequestis processed at a time.

Ifthe concurrency limit is exceeded, an error message is shown with the standard HTTP
status code 429 (Too Many Requests).

Itisalsologged inthe APl server logfile that the limitis exceeded, and the request is
ignored. The actual value for the concurrency limitisincluded in the log message.
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9 Developan APl client

9 Develop an APl client

Introduction

This chapter contains information useful when developing an API client. The Biacore
Insight API Server conforms to the design principles of the representational state
transfer (REST) architectural style using the HTTP protocol. The API client can be devel-
opedin anylanguage and environment that supports HTTP REST and token-based
authentication.

For detailed JSON schema of requests and responses, see Developer resources -
DTO Documentation and the Swagger examples available by navigating to the
Biacore Insight APl Server's configured URL in a browser.

APl workflow
The following table describes the normal workflow to get data through the API.

Step Action

1 Get a token by requesting a new one from the API or by using an existing
token.

2 Perform a search using criteria defined by your use case.

3 Use the search result to retrieve run data or evaluation data.

Calling an endpoint
The APl server exposes several endpoints to the API client. All endpoints function much
like remote procedure calls in the following way:
¢ Allendpoints only respond to POST requests.

* AJSON object that contains all request parameters is always expected as the body
oftherequest.

* AJSON object is always returned in the body of a successful response.

* Forcertain types of errors, the returned object must be examined for more details.
The normal HTTP error codes apply in other cases.

* AnAuthorization header is required to call all except one endpoint, see Authentica-
tion, for details.

Authentication

The APl server uses token-based authorization. To obtain a token, call the Get Token
endpoint with the credentials of a Windows User that has been assigned at least one of
the BiacoreAPIClient or BiacoreAPIServerAdministratorrolesin the database.
See Get Token, for more details.
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9 Develop an APl client

The token must be included in a standard HTTP Authorization header as follows:
Authorization: basic <base64_encoded_token>
This header must be included in calls to all endpoints except Get Token.

IMPORTANT

Never store a token in clear text nor share it with other people.
Tokens should be treated like passwords because tokens grant
accesstothe API.

Database path representation
Pathsin the database are represented by a list of strings that represents the discrete
path elements, see the example below.
Path:Root\Folder 1\Subfolder\My Run
Representation: [ “Root”, “Folder 1”, “Subfolder”, “My Run” ]

This format was chosen as it is possible to name folders and items in the database
using any character. Unusual characters can lead to ambiguity when specifying paths
in normal file system format, while this list of discrete path elements removes that
ambiguity.

The Chapter 10 Endpoints, on page 25 refers to database paths using the normal
format for brevity, but the above specified representation is always expected in the API.

JSON data structure

The result of an evaluation is as presented in the Biacore Insight Evaluation Software
user interfacein, e.g., charts and tables. The result is based on run data, the settings
performed by any applied evaluation method and any manual edits performed by the
user. The purpose of the JSON export is to reflect the evaluation result, including the
applied settings.

The data structure follows the user interface layout of the software to large extent, so
an understanding of how the software works will simplify the understanding of the
JSON data structure. For more information, refer to Biacore Insight Evaluation Soft-
ware User Manual (29287248)

The general structure of evaluation data returned from the Get Evaluation Data
endpointis as follows:

¢ Evaluation data with meta data about the evaluation and the included runs.
- Evaluation results for each evaluation item organized as below:
e Curvegroups
= Charts (possible to exclude)

e Curvedata
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* Chart metadatafor how the chartis represented in the evaluation soft-
ware.

¢ Tables: The data for the sample and result tables available in the evaluation
item.

¢ Evaluationitem type specific data
- Settings
- Specificresults
- Rundata (optional). Corresponds to the original run data that are loaded into the
evaluation software before any data processing has been applied in any evalua-
tionitem. The run dataincludes the following:
* Used flow cells and channels
* Chipinformation
* Runcurvedata
The same structure is used for run data returned from the Get Run Data endpoint,
where theresultis available in the RunData node.

For description of the JSON data structure, see the text about developer resources in
the section below.

Developerresources
Available documentation and material helpful when developing an API client is found in
the Biacore Insight APl installation package. It can be downloaded in either of two
ways:
* Fromthe eDelivery portal hitps://cytiva.com/eDelivery using the activation ID.

* From https://cytiva.com/support/software/biacore-downloads after registration.

The package includes for example:

Item ‘ Description

JSON Format Description Description of the JSON data format
received as payload from the Get
Evaluation Data endpoint.

Python API Client Asample API client developedin
Python.
DTO Documentation Documentation generated from Data

Transfer Object (DTO) classes for all
endpoint requests and responsesin
htmlformat. Openthe index.html
filein the package to start navigating
the annotated object structure. Chapter
10 Endpoints, refers to this documenta-
tion.
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Introduction

GetToken

10 Endpoints

This chapter lists all endpoints exposed by the server and gives a more detailed
description of their usage.

Note: AllURL:s given in this chapter are relative to the base URL configured in
previous chapters.

Explanation of the tables listed under the different endpoints:

Row title ‘ Explanation

Relative URL

Therelative URL to the endpoint.

Required role

Therequired role of the user that owns the token used to
connect to the endpoint.

If the token is not connected to the required role,an HTTP
401 errorisreturned.

Request DTO The specific data transfer object (DTO) in Developer
resources —~DTO Documentation that the endpoint
expects in the request body.

Response DTO The specific DTO in Developer resources -DTO

Documentation that the endpoint expects in the resulting
response body.

The Get Token endpoint retrieves a token for a given user.

Note: The user must have one of the BiacoreAPIClient or
BiacoreAPIServerAdministrator roles in the database.

Relative URL

vl/Authenticate/GetToken

Requiredrole

None'

Request DTO

Biacore.Authentication.Dto.GetTokenRequest

Response DTO

Biacore.Authentication.Dto.GetTokenResponse

1 But the user must have one of the BiacoreAPIClient or BiacoreAPIServerAdministratorroles in the database.
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Authentication is performed against Active Directory by Biacore Insight API Server
when the token is obtained. If none of the above database roles are configured for the
user, the token retrieval fails. If successful, the token takes a snapshot of the claims of
the user at the time of retrieval. While the server tries to honor the requested lifetime
of the token, the server might return a token with less lifetime at its own discretion.

The tokenis returned in Base64 form.

Assay Iltem Search

The Assay Item Search endpoint searches the database for items matching specified
criteria and returns all matching items as a list.

Relative URL

vl/AssayManagement/SearchAssayltem

Requiredrole

BiacoreAPIClient

Request DTO Biacore.Insight.Api.Current.Assay.AssaySearchReque
st
Response DTO Biacore.Insight.Api.Current.Assay.AssaySearchRespo

nse

Several search criteria (SearchRequestParameter)are possible to combine
when defining the search.

Examples of possible searches:

* runswith a specific name AND specific description
* runswith a specific name OR specific description

The following search parameters can be used with either AND or OR criteria:

* Name

* Description

e Ligand

e Solution

* PublishedProcedure

¢ Guid

* CustomVariableName

* CustomVariableValue

The rest of the search criteria are of the AND type if they are defined. More detailed

information about the search criteriais found in Developer resources - DTO Docu-
mentation.

The result for the search query holds basic information about the found items like
GUID, name and creation time. For more information see Developer resources - DTO
Documentation.
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Assay Tree Search

The Assay Tree Search endpoint searches the database for items matching specified
criteria and returns all matching items and their containing folders as a tree of folders

anditems.
|
Relative URL vl/AssayManagement/SearchAssayTree
Required role BiacoreAPIClient
Request DTO Biacore.Insight.Api.Current.Assay.AssayTreeSearchR
equest
Response DTO Biacore.Insight.Api.Current.Assay.AssayTreeSearchR
esponse

The same search criteria are supported as for Assay Item Search.

Itis also possible to remove empty folders from the result as well as include or exclude
the folder path from the root folder when searching only for items within a specified
folder and its subfolders.

Get Run Data

The Get Run Data endpoint gets all run data from a specified run.

Relative URL vl/Results/Run

Required role BiacoreAPIClient

Request DTO Biacore.Insight.Api.Current.Evaluation.GetRunDataR
equest

Response DTO Biacore.Insight.Api.Current.Evaluation.GetRunDataR
esponse

Inthe example below, a run with the name "My Run” exists under the path Root
\Folder\Subfolder 1\.

+ @ Root Name Type

v @ Folder My Run Analysis run

& Subfolder 1

& Subfolder 2

With the Get Run Data endpoint, it is possible to get all run data for this specific run by
using the full path of therun:Root \Folder\Subfolder 1\My Run,seesection
Develop API client - Database path representation.

An alternative way to get the run data is to use the GUID of the run. The GUID of the run
is part of the search result when using the Assay Item Search endpoint.
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For more information about the response, see Develop API client - JSON data struc-
ture concept for runand evaluations.
Get Evaluation Data

The Get Evaluation Data endpoint gets all data from a specified evaluation.

Relative URL vl/Results/Evaluation

Requiredrole BiacoreAPIClient

Request DTO Biacore.Insight.Api.Current.Evaluation.GetEvaluati
onDataRequest

Response DTO Biacore.Insight.Api.Current.Evaluation.GetEvaluati
onDataResponse

Inthe example below, an evaluation with the name “Evaluation of My Run”
exists underthe pathRoot\Folder\Subfolder 1.

v % Root Name Type
v & Folder Evaluation of My Run  Evaluation
& Subfolder 2

With the Get Evaluation Data endpoint, it is possible to get evaluation data by using
the full path name of the evaluation:Root \Folder\Subfolder 1,seesection
Database path representation, on page 23.

An alternative way to get the evaluation data is to use the evaluation GUID. The GUID of
the evaluation is part of the search result when using the Assay Item Search
endpoint.

Two parameters can be used to specify whether the chart data and the run data are
included or excluded by the exported evaluation data:

* The IsIncludeRunData parameter specifies whether the run datashall be

included or not. By default, this parameter is set to FALSE to reduce transfer data
size.

* TheIsExcludeChartData parameter specifies whether the chart datashall be
excluded or not. By default, this parameter is set to FALSE as the chart datais a
central part of the result. Set this to TRUE if you are only interested in table data.

For more information about the response, see Develop API client - JSSON data struc-
ture concept for run and evaluations.

Get Heartbeat

The Get Heartbeat endpoint checks the availability and reachability of the Biacore
Insight API Server by checking its heartbeat.
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Relative URL vl/Observability/Heartbeat

Requiredrole BiacoreAPIServerAdministrator

Request DTO Biacore.Insight.Api.Current.Observability.Observab
ilityRequest’

Response DTO Biacore.Insight.Api.Current.Observability.Heartbea
tResponse

" Note that the endpoint requires an empty JSON object in the request bodly.

GetLogs

The Get Logs endpoint gets log files that help troubleshooting issues with starting the
Biacore Insight APl Server or retrieving data from the Biacore Insight API Server.

Relative URL v1/Observability/LogContent

Required role BiacoreAPIServerAdministrator

Request DTO Biacore.Insight.Api.Current.Observability.Observab
ilityRequest

Response DTO Biacore.Insight.Api.Current.Observability.LogFileR
esponse’

T Note that the endpoint requires an empty JSON object in the request body. Logs might be truncated to only include
the latest messages.

The following log files are retrieved:

Logfile ‘ Description

biacore_insight | Thislogfile providesinformation on the status of the Biacore Insight API
_api server log Server.

biacore_insight | Thislogfile providesinformation on the Biacore HTTP REST protocol.
_api http proto

col log

error.log This log file provides information on all errors occurring as part of the
process of retrieving evaluation and run data.

common. log This log file provides information on the process of retrieving evaluation

andrun data. It also contains allerrorsfoundinerror. log.
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11 Update consideration

Future updates of the Biacore Insight Evaluation Software will require concurrent
update of the Biacore Insight APl Server.
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12 Troubleshooting

Introduction

This chapter presents suggested solutions to some issues that you might encounter.
To suggest an addition to the troubleshooting chapter, use the feedback link on the
last page of this document.

Initial troubleshooting

Itis recommended to start all troubleshooting by following the steps below, to better
understand your specific issue.

Step

Action

1

If the server fails to start properly during configuration, read the information
messages in the configuration application. While the general error message
lists everything, the information messages may have specificissues listed.

Read thelogfilesinthe $ProgramData%\Biacore\Insight
\Server directory. If there are multiple numbered copies of the same log
file, the latest logs are unnumbered.

When troubleshooting issues like the server not starting or clients that are
unable to connect, refer to the following log files:

* biacore insight api server log.log

* Biacore Http REST Protocol
\biacore insight api http protocol log.log

Server stops unexpectedly

If the server stops unexpectedly after configuration, follow the instructions in the pop-
up window. If you are uncertain where to start, look in the information field of the
configuration application for hints. If there are no apparent issues mentioned, follow
the steps below to troubleshoot your issue.

Step

Action

1

2

Verify that all settings were entered correctly.

Verify that the server user has the required roles and policies by following
theinstructionsin Chapter 4 Set up users, on page 8.

Verify that the server user is not a sysadmin or database owner in the SQL
database.
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Step Action

4 Make sure that the configured port is not used by another process:
a. Openthe Windows Start menu and search for Resource Monitor.
b. Gotothenetworktaband reviewthe used portsin Listening Ports.

c. Ifneeded, change port.

3 Resgurce Menitar
Fie Monitor Help

Overview CPU  Memory Disk  Metwork

Processas with Network Activity =
Natwork Activity B 595 Kiops Network LD M 0% Hetwork Utilzation ~
TCP Connactions =
Listening Ports ~
image FD Addies Fort Frotocol [ —r—
1P unspectied 5 =3
1Ped umspecied s ™

623 1=
623 =3

b s g
1P unspectied 357 ©w Hot allowed, n...
fied 5357 w©wr Nat sBowed. n.
5593 e Nat Msswed, f...
1Ped loopback ™ L= Allewed, not r...
pletelorin ped 0 ot ot
5 Verify that the server user has access to the log folder $ProgrambData%

\Biacore\Insight anditssubfolders:

Use Windows File Explorer to view and manage the user access by right-
clicking the folder in question and going to Properties.
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Step Action

Biacore X100 File folder

Insight File folder

Instrument File folder
Insight Properties *

General Sharng Securty Previous Versions Customize
Object name:  C:\ProgramData"Biacore*Insight

GTDUD Qr user names:

42 Everyone

B2 SYSTEM

8 )

& T
To change pemissions, click Edit.

Pemissions for Users

Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

KA

For special permissions or advanced settings,

click Advanced. Advanced

Cancel Apply

6 Verify that the license server has at least one Data Integration and one
Biacore Insight Software license available.

The server will hold the licenses for as long as it is running.

Client cannot connect to server

Ifthe serveris running without any indicated errors but a client cannot access the
server at all, follow the steps below to troubleshoot the issue:

Step Action

1 Verify that the portis open in the server computer’s local firewall.
The firewall must allow inbound TCP traffic on the configured port for clients
toconnect.

2 Verify that the server is reachable from the client.

Contactyour IT organization and ensure that the server's configured portis
forwarded or otherwise allowed to communicate through any router and
network firewall.
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Clientcannotreceive atoken

Ifthe client can connect to the server, but the server refuses to return a token despite
the credentials looking correct, follow the steps below.

Step Action

1 Verify that all request characters are correctly escaped.

Most JSON serializers handle escaping automatically. However, if you hand-
rollyour JSON, please ensure characters are properly escaped.

2 Verify that your client user has the required roles and policies by following
theinstructionsin Chapter 4 Set up users, on page 8.

Clientdoes not trust server
certificate

If your API client fails to connect to the Biacore Insight API Server with an error like
Server Certificate is not valid/trustedorServer could not
be authenticated, youlikely have anissue with your certificate configuration.

To verify that you have a certificate configuration issue, copy the server address into a
browser window on the client machine. If the browser warns you about an insecure
connection or similar, you have issues with your certificate configuration.

© Hotsecure | haipsylocaiost

A

Your connection isn't private

Attackers might be trying 1o steal your mformation from localhost [for example, passwoeds.
messages. oF credit cards)

Aok m

Follow the steps below to troubleshoot a certification configuration issue:

Step Action

1 Verify that the Biacore Insight API Server's certificate includes its corre-
sponding private key.

For more information, see Add or renew API server certificate, on page 13.
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Action

Verify that your server certificate is issued for the server's public name or I[P
address.

Forexample, a certificate issued for Localhost is notvalid whenyou
connect from aremote API client.

For moreinformation, see Chapter 5 Handle certificates, on page 12.

Verify that the API client machine trusts the server certificate itselfor a
certificate higherin the chain of trust.

For more information, see AP/ client certificate, on page 16.

Make sure that a server certificate has not expired: Open the same browser,

clickon Advanced in the warning message, and find the accessible informa-
tion on the expiry date of the certificate.

Your connection isn’t private

Attackers might be trying to steal your information fi

messages, or credit <ards)

If your certificate has expired, you need to obtain a new certificate, renew it
ontheserver, and renew the trusted certificate on the clients.

For more information, see Chapter 5 Handle certificates, on page 12.

Check if a certificate higher in the chain has been revoked.

If so, you might be required to obtain and install a new certificate on the
server and renew the trusted certificates on the clients.

For more information, see Chapter 5 Handle certificates, on page 12.

Clientreceives 401 (Unauthorized)

response

IMPORTANT
If new roles are assigned, you must retrieve a new token for that
user before you can connect to the endpoints.
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Ifthe client receives a 401 response from the API, ensure your token has not expired.
Tryto generate a new token.

Ifthe issue is not resolved, verify that the client user has the required roles for the given
endpoint. For more information about the required roles for each endpoint, see
Chapter 10 Endpoints, on page 25.

Failure during import of certificate

If you use Windows 10 operating system or an older version of Windows Server, and
there areissues importing an encrypted certificate, the old Windows version might use
an unsupported encryption scheme.

Follow the steps below to troubleshoot the issue:

Step Action

1 Upgrade to a supported operating system.

We strongly recommend upgrading the server operating system to one of
our supported operating systems for security reasons.

2 Ifyou cannot upgrade to a supported operating system, read and follow the
Microsoft recommendations on this, or a similar updated, link from Micro-
soft: https://learn.microsoft.com/en-us/troubleshoot/windows-server/certifi-
cates-and-public-key-infrastructure-pki/cannot-import-aes256-sha256-
encrypted-pfx-certificate
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