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1 Introduction

1 Introduction

Purpose and scope of this document

This document contains answers to frequently asked questions for all versions of
Xcellerex™ XDR-50 to 2000 Bioreactor Systems.

Representative answers

The answers to the frequently asked questions in this document are representative
and may vary between the different versions of Xcellerex XDR-50 to 2000 Bioreactor
Systems. The version of your Xcellerex XDR-50 to 2000 Bioreactor System can be found
on the Platform Status screen on the X-Station.

Notes and tips
Note: A note is used to indicate information that is important for trouble-free and
optimal use of the product.
Tip: A tip contains useful information that can improve or optimize your proce-

dures.

Typographical conventions
The text on a graphical user interface is identified in this document by bold italic text.
The text on the label of a hardware item is identified in this document by bold text.

Text that the user must either type exactly as shown in the document, or that the soft-
ware displays as a response (not a regular part of the graphic user interface), is shown
by a monospaced typeface (for example,Recipe Information).

Tip: The text can include clickable hyperlinks to reference information.

Abbreviations

The following terms and abbreviations are used in this document:

Term/Abbreviation Definition

DCOM distributed component object model
MFC mass flow controler

PID proportional integral derivative

PV process variable

SP set point

Xcellerex XDR-50to 2000 Bioreactor Systems Frequently Asked Questions 29801407 AA 3



2 FAQsfor all XDR versions

2 FAQsfor all XDR versions

About this chapter
This chapter provides answers to frequently asked questions for all XDR versions.

In this chapter

Section See page

2.1 Canyou change theinterlock values? 5

2.2 Can you download patches for your Windows system? 6

2.3 Why are the signals erratic? 7

24 What does PID stand for? 8

2.5 Isit possible for you to export data to an Excel spread- 9
sheet?

2.6 What should you do when you receive an error message 18
that says Application "C:\DEMOAPP1". Access denied
when you open WindowViewer?

2.7 How do you connect the XDR bioreactor system to the 19
OPCserver?

2.8 How do you disable, solidify or enable the whitelist to 24
modify remote access?

2.9 How do you find the storage location to back up your 32

data?
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2 FAQsforall XDRversions
2.1 Canyouchange theinterlock values?

2.1 Canyouchange theinterlock values?

No, you can not change the interlock values. The interlock values are set by the system
and are designed to prevent damage to the product or equipment. Changing the inter-
lock values could compromise the safety and functionality of the system.

If you are experiencing issues with the interlock values or wonder how interlocks work,
contact the Cytiva customer support team.
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2 FAQsforall XDRversions
2.2 Canyoudownload patches for your Windows system?

2.2  Canyoudownload patches for your Windows system?

Yes, you can download patches for your Windows system.

Before installing any Microsoft patches, make sure to do the following.

* Checkthelists with compatible patches for Wonderware or AVEVA here, and only
install the approved patches.

¢ Disable the whitelist software.

Remember that these patches have not been tested specifically with your system so

they may cause issues. For example, Microsoft has recently provided several patches

that completely disable DCOM. DCOM is needed for Wonderware 2014 systems to
function correctly, so do notinstall these patches.
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2 FAQsforall XDRversions
2.3 Why are the signals erratic?

2.3 Whyare the signals erratic?

Erratic signals (e.g. signals that are unstable) can be caused by a variety of factors,
including any of the following.

* PID control: Thisis acommon method used in control systems to regulate a process
variable such as temperature or pressure.

* Integral windup: This occurs when the integral termin a PID controller becomes too
large, causing the output to exceed the designated SP.

Ifyou are experiencing erratic signals, try addressing the issue by following any of the
points below.

* Checkyour controller settings: Make sure your PID controller settings are appro-
priate for your specific application, and adjust the controller parameters as needed
toachieve a stable response.

* Checkyoursensor calibration: Make sure your sensors are calibrated correctly and
functioning properly. A faulty sensor can cause erratic readings and unstable
control.

* Checkforintegral windup: If you suspect that integral windup is causing the issue,
you can implement anti-windup measures such as resetting the integer term when
the output saturates.

* Check for external disturbances: External disturbances such as vibrations or fluctu-
ations in the power supply can also cause erratic signals. Make sure that your equip-
ment is properly grounded and shielded, and consider installing filters or dampers
toreduce external interference.

Ifyou are still experiencing issues with erratic signals, contact the Cytiva customer
support team for assistance.
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2 FAQsforall XDR versions
2.4 What does PID stand for?

2.4  What does PID stand for?

PID (proportional integral derivative) is a common control technique used in industrial
processes to regulate to a designated SP (set point). PID controllers continuously
monitor the process variable (e.g. temperature, pressure, flow rate) and adjust the
control signal (e.g., valve position, motor speed) to maintain the designated SP.

Depending on their configuration, PID controls can be direct acting or reverse acting.
Direct acting means that as the feedback increases, the control signal increases.
Reverse acting means that as the feedback increases, the control signal decreases.

The three components of a PID controller are the following:

* Proportional control: The proportional term of the controller is directly proportional
tothe error between the PV (process variable) and the SP. The output of the propor-
tional term increases or decreases as the error increases, helping to reduce the
error.

* Integral control: Theintegral term of the controller considers the accumulated error
overtime and helps to eliminate steady-state errors by gradually increasing or
decreasing the output until the error is zero.

* Derivative control: The derivative term of the controller is proportional to the rate of
change of the error. It helps to reduce overshoot and settle time by slowing down
the response of the controller when the process variable is changing rapidly.

By tuning the parameters (proportional gain, integral time, and derivative time) of the
PID controller, the PID controller can be optimized to achieve a stable and precise
control over the PV.
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2 FAQsforall XDRversions
2.5 Isitpossible for you to export datato an Excel spreadsheet?

2.5 Isitpossible for you to export datato an Excel
spreadsheet?

See the sections below to create custom reports or you can refer to Xcellerex XDR-50
to 2000 Bioreactor Systems System Platform 2020 Operating Instructions (29698983).

Create full systemreport

Follow the steps below to create a report on all configured.PV,.SP, and .CVEU tags of
the XDR bioreactor. You can create a report in only Excel spreadsheet format, or add a
printable reportin PDF format to the report in Excel format.

Step Action

1 Onthe X-Station, in the C:AXDRReports\ folder, open the XDR Reports file.
2 Open the Config tab.
3 Fillin the required information in the spreadsheet cells in column B (1). See

theillustration further down.

Information Description

Start Time Report start time. Use formatting m/d/yyyy h:mm.
EndTime Report end time. Use formatting m/d/yyyy h:mm.
Vessel Size Use formatting XDROO, where 00 shows the vessel

volumein liters.

File Location’ The default location is the C:\XDRReports\ folder.
The user can specify another location. The file
location must end with a \ sign.

File Name The default file name is FullReport.pdf. The user
can specify another file name. The file name must
end with .pdf extension.

reactornumber The reactor number corresponds to the bioreactor
selected in WindowViewer from the header
toolbar.

Numbers 1to 4 are allowed.
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2 FAQsforall XDRversions
2.5 Isitpossible for you to export datato an Excel spreadsheet?

Action

Information ‘ Description

RoworRes Data sampling method for the report. The
following options are available:

* Thedatais presented on a defined number of
rows that are equally spread between the start
and end time. Type RowXXXX to specify the
number of rows.

* Thedatais presented with user-specified time
interval. Type ResYYYY to specify the time
between the consecutive data points. YYYY
denotes the time in milliseconds.

1 Only needed for a report in PDF format.

- fe 1/16/2C
: :

19 10:00:00
1 start Time 1/16/2015 8:00 \_/
EndTime  [1/16/201910:00 | |

Ok

C:\XDRReports\

RoworRes  Row100

10
n

Click the applicable button to start the macro:

* Execute All (2),if youwantto generate a report in Excel worksheet
format.

* FullReport PDF (3),if you want to generate both a report in Excel work-
sheet formatand areportin PDF format.

Result:

The contents of all XXX Raw and XXX Chart tabs in the XDR Reports file
are updated. For FullReport PDF option also areportin PDF formatis
created and saved in the folder specified in step 3 above.

Create component report

The user can create a report on collected data points for a specific XDR bioreactor
system component, for example vessel temperature. It is also possible to create
reports on component groups, for example all pumps or all MFCs. You can create a
reportin only Excel spreadsheet format, or add a printable report in PDF format to the
reportin Excel format.

Itis recommended to use this procedure to create reports on a limited number of
components. For alarge number or components create a full system report as
described in Create full system report, on page 9.
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2 FAQsforall XDRversions
2.5 Isitpossible for you to export datato an Excel spreadsheet?

Follow the steps below to create a report on a specific component or acomponent
group.

Step Action

1 Onthe X-Station, in the C:AXDRReports\ folder, open the XDR Reports file.
2 Open the Config tab.
3 Fillin the required information in the spreadsheet cells in column B. See the

illustration further down.

Information Description

Vessel Size Use formatting XDR0OO, where 00 shows the vessel
volumein liters.

File Location’ The default location is the C:\XDRReports\ folder.
The user can specify another location. The file
location must end with a\ sign.

File Name The default file name is FullReport.pdf. The user
can specify another file name. The file name must
end with .pdf extension.

reactornumber The reactor number corresponds to the reactor
selected in WindowViewer using the header
toolbar.

Numbers 1 to 4 are allowed.

RoworRes Data sampling method for the report. The
following options are available:

* Thedatais presented on a defined number of
rows that are equally spread between the start
and end time. Type RowXXXX to specify the
number of rows.

* Thedatais presented with user-specified time
interval. Type ResYYYY to specify the time
between the consecutive data points. YYYY
denotes the time in milliseconds.

1 Only needed for report in PDF format.

1/16/2019 10:00:00 AM

a [ € o € F s H ) [3 L M N o [ Q
1 StartTime  1/16/20198:00

2 |End Time 1/16/201910:00

XDRSO

C:A\XDRReports\
FullReport.pdf

Execute All FullReport POF

RoworRes  Row100
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2 FAQsforall XDRversions
2.5 Isitpossible for you to export datato an Excel spreadsheet?

Action

Open the applicable tab for the component:

* MFC Config for report on mass flow controllers (individual or all MFCs)

* Pump Config for report on pumps (individual or all pumps)
* Other Configforreport on other system components

Specify the report start time and the report end time for each component
you want to create the report on. Use formatting m/d/yyyy h:mm.

Formuas  Data R Fistoran Signin
) g o B Tag Analysis | [3 (e R Staic R B Historian Server Details e
L =P 04 DirectQuery | sl EditFuncton % Convert Sheet toValues | 8 Dynamic Report e
Comection  Tag w9 T i~ Optons Historan
Management | Selaction » Configuation - Vaues~ %, Convert Function o Values " @ About Historan Client  Centrep
Connecton Tag Management Contot publisn status Help ~
524 - £ | 1/16/2019 810:00 A v
A i c o 3 3 G H ) 3 L M N 2]
1 StartTime || Time Range reactor 1 Tags reactor2Tags  reactor3Tags  reactordTags
2 mrc1 12| RomFCo1PID.CVE RO2MFCOLPID.CVEU RO3MFCOLPID.CVEU RO4MFCOIPID.CVEU
3 startTime 1/16/2019 8:00 ROIMFCO1PID.PV 'MFC1 Execute ‘ 'MFC1 PDF ‘ RO2MFCOIPID.PV  RO3MFCOIPID.PV  RO4MFCOIPID.PV
4 enaTime  ff 1/16/20198:10 ROIMFCO1PID.SP ROZMFCOIPID.SP  ROIMFCOIPID.SP  ROAMFCOIPID.SP
s
5 w2 12| rowmrcozeID.CvEy ROZMFCO2PID.CVEU RO3MFCO2PID.CVEU ROAMFCO2PID.CVEU
8 lenaTime f| 1/16/2019 810 ROIMFCO2PID.5P ROZVFCO2PID.SP  ROIMFCO2PID.SP  ROAMFCO2PID.SP
9
10 mrc 15| rowrcospin.CvEy ROZVIFCO3PID.CVEU RO3VIFCO3PID.CVEU ROAMFCO3PID.CVEU
11 Start Time 1/16/2019 8:00 ROIMFCO3PID.PV MFC3 Execute ‘ 'MFC3 PDF ‘ RO2MFCO3PID.PV  RO3MFCO3PID.PV  RO4MFCO3PID.PV
12 EndTime | 1/16/20198:10 ROIMFCO3PID.SP RO2VFCOPID.SP  ROBVIFCOPID.SP  ROMFCOIPID.SP
13
14 MFca 15| Rowmrcospin.cvey ROZVIFCO4PID.CVEU RO3MIFCO4PID.CVEU ROMFCO4PID.CVEU
15 startTime Ml 1/16/20198:00 ROIMFCO4PID.PY MFCA Execute ‘ MFCa POF | ROZVFCO4PIDPY  ROIMFCO4PIDRY  ROAMFCO4PID.PY
16/endTime | 1/16/20198:20 ROIMFCO4PID.SP RO2VFCO4PID.SP  ROSMFCO4PID.SP  ROAMFCO4PID.SP
[
18 mrcs 15| romrcospiD.CvE ROZMFCOSPID.CVEU RO3MFCOSPID.CVEU ROAMFCOSPID.CVEU
19 startTime M| 1/16/20198:00 ROIMFCOSPID.PY MECS Execute ‘ MECS POF ‘ RO2MFCOSPIDPV  ROMIFCOSPID.AV  ROMFCOSPID.PY.
20 endTime | 1/16/20198:10 ROIMFCOSPID.SP ROZVFCOSPID.SP  ROSMFCOSPID.SP  ROMFCOSPID.SP
21
22 MFcs 15| RomFCosRID.CVEY ROZMFCOSPID.CVEU RO3MFCOGPID.CVEU ROAMFCOGPID.CVEU
2 st Time RoumrcomD PV wrosoee | wesror | morcomoey  moswrcoroey  oowrcosroy
24[end Time 1/16/2019 8:10 ROLMFCOGPID.SP ROZMFCOGPID.SP  ROIMFCOGPID.SP  RO4MFCOGPID.SP
2

26
27 Execute MFCs

EEIRERTI MrC 1 Raw | MFCT Chart | MFC2Raw | MFC2Chart | MFC3Raw | MFC3 Chart | MFC4Raw | MF .. @
] o

)
Toa7AM
ol 11772019
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2 FAQsforall XDRversions
2.5 Isitpossible for you to export datato an Excel spreadsheet?

Action

Specify the number of decimal places (in the spreadsheet shell B2 for MFC1,
for example). This specifies the number format for the report results that are
shown on the corresponding XXX Raw tab for the component.

File Home  Insert  Pagelayout  Formulas  Data  Review  View [T
] B Tag Analysis | [ Refresh Function T2 Re
=53] == v i ~
b Direct Query s Edit Function =3¢
Connection Ta Tag Ta o
Management  Selection » Configuration = Values = & Convert Function to Values
Connection Tag Management Controls
B2a - fe || 1/16/2019 8:10:00 AM

A 8 € D
|startTime Time Range reactor 1Tags
MFCL 123 01P1D.CVEY
|StartTime 1/16/2019 8:00 ROIMFCO1PID.PV
|End Time 1/16/2019 8:10 ROIMFCOIPID.SP

1

2

E

4

5|

6 |MFC2 123 «GZPI D.CVEU
7 |StartTime 1/16/2019 8:00 ROIMFCO2PID.PV
3

B

MFC1 Execute

MFC2 Execute
_|End Time 1/16/2019 8:10 ROIMFCO2PID.SP

10 |mFc3 123 03PID.CVEU
11 |Start Time 1/16/2019 8:00 ROIMFCO3PID.PV

' |End Time 1/16/2019 8:10 ROIMFCO3PID.SP

13
14 |MFCa 123 «MPID.CVEU
15 |Start Time 1/16/2019 8:00 ROIMFCO4PID.PV

16 |End Time 1/16/2019 8:10 ROIMFCO4PID.SP

17
18 |mFcs 123 «asvm.cvzu
19 [StartTime |1/16/2019 8:00 ROIMFCOSPID.PY

MFC3 Execute

MFC4 Execute

MFC5 Execute

20 |End Time 1/16/2019 8:10 ROIMFCOSPID.SP

21|

22 |MFC6 123 06PID.CVEU

23 startTime  1/16/2019 8:00 ROIMFCOGPID.PV MFCS Execute

NSRS

24 |End Time

1 ROIMFCOGPID.SP

Click the applicable button for the component to start the macro:

* XXXXXExecute (1), if youwant to generate areportin Excel worksheet
format.

* XXXXXPDF (2),if youwant to generate both a report in Excel worksheet
formatand areportin PDF format.

Formulas  Data

5 % Tag Analysis [ [ Bl Historian Server Details o
2% ¢ Direct Query | b it Function o Convert Sheet toValues | 28 Dynamic Report B License status

Tag

9 Tag Options Historian
Management | Selection - Configuration - Values - R}

% ConvertFunction to Values o Historian Client  Clien Help

Connection Tog Managenert Contros Pubian stous Help h
B - £ | 11612019 s10:00Am

A 5 3 3 s H d x L M
1 SanTime  TimeRange reactor 1Tags feactor2Tags  reacoriTags reactoraTags
2 wra 125 ROIMFCOIPID.CVEU RO2VIFCOTPID.CVEU ROMFCOIPID.CVEY. ROAMECOLPID.CVEU
3 StartTime 1/16/2019 8:00 ROIMFCO1PID.PV MFC1 Execute ‘ MFC1 PDF RO2MFCOIPID.PV  RO3MFCOIPID.PV  RO4MFCO1PID.PV
4 EndTme  1/16/20198:10 ROIMFCO1PID.SP ROIMFCOIPID.SP  ROIMFCOIPIDSP  ROAVECOIPID.SP
s
5 wre2 125 ROIMFCO2PID.CVEU RO2MFCO2PID.CVEU. ROMFCO2PID.CVE ROAMECOZPID.CVEU
7 StartTime 1/16/2019 8:00 ROLIMFCO2PID.PV MFC2 Execute ‘ MFC2 PDF RO2MFCO2PID.PV  RO3MFCO2PID.PV  RO4MFCO2PID.PV
8 EndTime  1/16/2019810 ROIMFCO2PID.P ROZVMFCOPIDSP  ROIMFCO2PIDSP  ROMECOZPID.SP
5
10 mrcs 12 RowFCOPID.CVEY ROZMFCO3PID.CVEU ROIMFCO3PID.CVEY. ROAMECO3PID.CVEU
11 Start Time 1/16/2019 8:00 ROIMFCO3PID.PV MFC3 Execute ‘ MFC3 PDF RO2MFCO3PID.PV  RO3MFCO3PID.PV  RO4MFCO3PID.PV
12/EndTime  1/16/20198:10 ROIMFCO3PID.SP s s s
13
14 mrca 12 ROWMFCOsPID.CVEY RO2MFCO4PID.CVEY. ROIMFCO4PID.CVEY ROAMFCOAPID.CVEU
15 |StartTime. 1/16/20198:00 ROIMFCO4PID.PY MFCa Bxecute ‘ MFCa POF ROIVFCOIPIDPY  ROIMFCOAPIDAY  ROAMIECOIPID.PY
16 endTime  1/16/20198:10 ROIMFCO4PID.SP ROIMFCOIPIDSP  ROIMFCOAPIDSP  ROAMFCOAPID.SP
”
18 MFC5 123 ROLIMFCOSPID.CVEU RO2MFCOSPID.CVEU RO3MFCOSPID.CVEU RO4MFCOSPID.CVEU
19 StartTime  1/16/20198:00 ROIMFCOSPID.PV MIFCS Execute. ‘ MECS PDF RO2MFCOSPID.PV  ROSMFCOSPID.PV  RO4MFCOSPID.PY.
20/endTime  116/20198:10 ROIMFCOSPID.SP ROIMFCOSPID.SP  ROSMFCOSPIDSP  ROAMFCOSPID.SP
21
22 MFC6 123 ROIMFCO6PID.CVEU RO2MFCO6PID.CVEU RO3MFCO6PID.CVEU RO4MFCOGPID.CVEU
23 statTime  1/16/20198:00 ROIMFCO6PID.PY MFCS Erecute ‘ MC6 POF
24[endmime  [1/16/20198:0 | Rowmrcospin.sp ROZMFCOGPID.SP  ROIMFCOGPID.SP  RO4MFCOGPID.SP
25
2
2 Execute MFCs
2

29
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2 FAQsforall XDRversions
2.5 Isitpossible for you to export datato an Excel spreadsheet?

Step Action

Result:

The contents of XXX Raw and XXX Chart tabs applicable for the selected
component are updated. For XXX PDF option also a reportin PDF format is
created for the selected component. The report is saved in the folder speci-
fied in step 3 above.

8 Click the button at the bottom of the spreadsheet (for example Execute
MFCs (3) on the MFC Config tab), if you want to generate both areportin
Excel worksheet format and a report in PDF format for all components
shown on this tab.

Result:

The contents of all applicable XXX Raw and XXX Chart tabs are updated. A
reportin PDF formatis created and saved in the specified folder.

Alarm and event reports

The Excel file XDRReports_Alarm_Events is used to create reports on the recorded
alarms and events of XDR bioreactor systems. It is possible to create a report on either
the alarm history or the event history separately, or on the complete alarm and event
history.

The report generator file (XDRReports_Alarm_Events) is available in CAXDRReports\
folder on the X-Station.

The Excel file contains the following three tabs:
* The AlarmEvent Config tabis an active tab with built-in macros for report genera-

tion. Itis the start tab for alarm report and event report generation. The user defines
the necessary parameters and starts a macro to create a report.

* Theothertwo tabsin the file, Alarm History and Event History, show the report
results and are updated when a macro is started. It is also possible to create an addi-
tional reportin PDF format.
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lllustration of AlarmEvent Config tab

s B

m @ o

2 FAQsforall XDRversions
2.5 Isitpossible for you to export datato an Excel spreadsheet?

&= Ex = AutoSum QY p

& Fin-

pate o gl1 - o E =3 s <3 & Conditional Formatas Cell Insert Delete Format Sort & Find &
S =1 Formatting~ Tabler Stylesw v v v LCEST  Fiter- Select~
Clipboard 1 Font & i | ment B Number B Styles cells Editing ~
G6 - £ v
> 3 G i ) K L M o 2 Q R <
Time Range s | e— p——
Alarm History
StartTime _|1/16/2015 13:13 Alarm History Exe | ite Alarm History PDF
End Time 1/16/2019 14:13
File Location 1
FileName  AlarmReport.pdf
Event History
StartTi 16/2019 13:13
art Time _1/16/ Event History Exe | te Event History PDF
End Time 1/16/2019 14:13
File Location  C:
FileName  Eve of
i Execute All
18
19
20
2
2
23
24
25
26
27
28
29
30
31
32
33
34
35
Esl -
AlarmEvent Config | Alarm History | Event History @
Ready 1 i o = I +100%
am - 11:06 AM
S A < G

117/2019

Part Function

1 Information defining the scope and the output of the report

2 Buttons (Alarm History Execute and Event History Execute) to
update information on Alarm History or Event History tabs

3 Button (Execute All) to update information on both Alarm History and
Event History tabs

4 Buttons (Alarm History PDF and Event History PDF) to update infor-

mation on Alarm History or Event History tabs, and to create a report
in PDF format on alarm history or event history

Create specific or full report

Follow the steps below to create a report on alarm and event history. You can create a
reportin only Excel spreadsheet format, or add a printable report in PDF format to the
reportin Excel format.
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Step Action

2 FAQsforall XDRversions
2.5 Isitpossible for you to export datato an Excel spreadsheet?

1 Onthe X-Station, in the C:\XDRReports\ folder, open the
XDRReports_Alarm_Eventsfile.

2 Open the AlarmEvent Config tab.

3 Fill in the required information in the spreadsheet cells in column B. See the

illustration further down.

Information ‘ Description

StartTime

Report start time for Alarm History (1) or Event
History (2). Use formatting m/d/yyyy h:mm.

End Time

Report end time time for Alarm History (1) or
Event History (2). Use formatting m/d/yyyy h:mm.

File Location’

* ForAlarm History (1):

The defaultlocation is the C:AXDRRe-
ports\Alarm History folder.

* For EventHistory (2):
The defaultlocation is the C:AXDRRe-
ports\Event History folder.

The user can specify another location. The file
location must end with a\ sign.

File Name

* ForAlarm History (1):

The default file name is AlarmReport.pdf.
* For EventHistory (2):

The default file name is EventReport.pdf.

The user can specify another file name. The file
name must end with .pdf extension.

1 Only needed for report in PDF format.

Time Range

StartTime  1/16/201913:13
EndTime  1/16/201914:13

warmsny e || {1 o sy ox

c
I
FileName  AlarmReport.pdf

StartTime  1/16/201913:13
EndTime  1/16/201914:13

£ [ —

File Location
File Name

@)

c
EventReport.pdf

Execute All :
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2 FAQsforall XDRversions
2.5 Isitpossible for you to export datato an Excel spreadsheet?

Step Action

4 Click the applicable button to start the macro:
* Alarm History Execute or Event History Execute (3), if you want to
generate a report in Excel worksheet format.
e Alarm History PDF or Event History PDF (4), if you want to generate
both areportin Excel worksheet format and areport in PDF format.
Result:

The contents of Alarm History or Event History tabs are updated. For
Alarm History PDF and Event History PDF options also a reportin PDF
formatis created and saved in the folder specified in step 3 above.

5 Click Execute All (5) if you want to generate a report in Excel worksheet
format on both alarm history and event history.
Result:

The contents of Alarm History or Event History tabs are updated.
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2 FAQsforall XDR versions
2.6 What should you dowhen you receive an error message that says Application "C:\DEMOAPP1". Access
denied when you open WindowViewer?

2.6 What should you do when you receive an error
message that says Application "C:\DEMOAPP 1",
Access denied when you open WindowViewer?

The error appears as shown in the image below.

WindowViewer

Application "C:\DEMOAPP1".Access denied.

When you receive the error, open the InTouch - Application Manager” screen, select
the correct application (1), and then click the WindowViewer icon (2) to open
WindowViewer.

Resolution

Versi... Application... ~Applic.. Date Modified Descripti
c:\program files (x86)\arck f 1280 x 1024 11.1....  Managed 732 6/4/2024 09....

1 InTouch is a registered trademark of AVEVA Group Plc.
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2.7 Howdoyou connect the XDR bioreactor system to the OPC server?

2.7 Howdoyouconnect the XDR bioreactor system to the
OPC server?

Follow the instructions below to connect the XDR bioreactor system to the OPC server.

Step Action

1 Log on to the X-Station as Windows Administrator, and then open the
System Management Console (SMC) application.

2 In the left-hand pane of the SMC screen, open ArchestrA System
Management Console ~DAServer Manager ~eFactory APM_72030
—GR_Platform —ArchestrA.FSGateway.3.

o

File Action View Help
¢ = 7 o

(@ ArchestrA System Management Console (XDR-TEST-RS)
b % Historian
b (8] Galaxy Database Manager
4 [&] DAServer Manager

b 52 Default Group

4 @ eFactory_APM_72030

4 5] GR_Platform(XDR-TEST-RS)

b [ ArchestrA FSGateway.3

A DTASH

b 3 Log Viewer
b [ Platform Manager
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2.7 Howdoyou connect the XDR bioreactor system to the OPC server?

Action

Expand ArchestrA.FSGateway.3, right-click Configuration, select Use

Another Configuration Set, and then select xdr_50-2k_4v.

7] SMC - [ArchestrA System Management Console (XDR-TE
| File Action View Help
«o z2(m Bmom
- — 8
B ArchestrA System Management Console (XDR-TEST-RS) = . |
D & tiorns [ Node Type: SROO
b (8] Galaxy Database Manager
4 DAServer Manager Global Parameters
b & Default Group
4 B eFactory APM_72030 ;
. D Group Update
4 2 GR_Platform(XDR-TEST-RS) M
4 [3 ArchestrAFSGateway.3 Slow Poll Interval (meeq
b B 4
b @ Arches  Add Suitelink Object o -
b B8 Log Viewer Add REDUNDANT_DEVICE Object
b (8] Platform Manage Add DDE Object Transaction Message
Add ArchestrA Object
g Server Protocol Timer (
Add OPC Object
Add InTouch Object Disgrostic Backlog Sz
Archive Conﬁgur.mon Set M Q Teor
Use Another Configuration Set v fsgateway ‘”
vel onnyu on o xdr_50-2k 2v 1
View » xdr_50-2k_4v |
Help

Note:

Ifyou connect using the OPCTunnel, make sure that the user name is set up
correctly in the center pane of the Computer Management screen and the

password never expires in the General tab.

Compuer Maragemert =1o]
Tarame Cmcnpton [
i Users
R s Aot o g WO rreamy
oot -
P Pt S - <o
St ki b | OPCTamnet
o sttt b gt s e
a0 rpe—
Yty YAt agnonr
My A Cprtee
Vedtnger [rpte
MLagaly
Pl opertes 2
Teme | et Cevog Srvces At | Owe
bssner] =T RIS (O .
v e Ot
. watenxe -
SR b atester

B e G

Comman Aot ot N OPCF Katrmty comenrcion

o corvad e st
¥ Pt s s
Aot v dumns

Xcellerex XDR-50to 2000 Bioreactor Systems Frequently Asked Questions 29801407 AA

20



2 FAQsforall XDR versions
2.7 Howdoyou connect the XDR bioreactor system to the OPC server?

Step Action

Note:
If the OPCTunnel password has been changed then it also needs to be set
up in the Services screen.

P Services

Fla Acten Yes Hip

edFESas Bz renn

4 Servce Lacal

Ha=e
(4 Device Setup Masager

4 0P Chare

4 gt Pubcy Sarvae

4 Dugnontc Sence Mow

4 Oogrentc Syrtem Heut

4 Dugnontcs Trnching Sensce

(3 Owtnbuted Link Traching Clamt

4 Dnbused Tisnisnon Coomtmator
Q008 Qe

L st Koy and Conl Cate Many g |

4 Muman itarface Dvvce Servan
4 Hyper ¥ Data Exchange Senice

L Hyper ¥ Gamet Sarsae readace

|\ Gtensed ( Stantord /|
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2 FAQsforall XDRversions
2.7 Howdoyou connect the XDR bioreactor system to the OPC server?

Step Action

4 Right-click ArchestrA.FSGateway.3, and then select Activate Server.

o SMC - [ArchestrA Syst
File Action View Help
@9 2(m = @
@ ArchestrA System Management Console (XDR-TEST-RS)
3 % Historian
b (8] Galaxy Database Manager
4 [&] DAServer Manager
b 42) Default Group
4 ¥3) eFactory_APM_72030
4 & GR_Platform(XDR-TEST-RS)

G
b é :’Ec Configure As Service »
b B8 Log Viewer View >
> (& Platform Man Export List.
Help

Note:

When ArchestrA.FSGateway.3 is activated, any remote OPC client should
be able to connect. The port for connection is at the bottom left of the back of
the X-Station. This Ethernet connection should be connected to the customer

Network Interface Card that can be set up as needed for the customer
network.
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Step Action

2 FAQsfor all XDR versions

Note:

Tags that can be monitored are found under Device Items.

£ SMC - [ArchestrA System Management Console (XDR-XXXX-01)\Op

Server M:

File Action View Help

g

ger\XDR7314_test\GR_Platform(XDR-XXXX-01)\Operations Integration Su]

e | EI X HE

@ ArchestrA System Management Console (XDR-XXXX-01)
v @ Historian
v &] Historian Group
v [{) XDR-XXXX-01
v B} Management Console
g3 Status
%) Data Acquisition
B Replication
g Clients
(% History Blocks
> G Configuration Editor
v [&] Galaxy Database Manager
¥ XDR7314 _test
v [E] Operations|
> & Default Group
v &) XDR7314_test
v 5] GR_Platform(XDR-XXXX-01)

Server M,

v [ Operations Integ Sup y Servers
v ¢ Allen-Bradley - ABCIP
> & OLABCIP.2

> %% Internal - SIM
v %t Standards - Gateway
v [ OLGATEWAY.3
v ,g Configuration
v 4 opc
A DeviceGroup
> /4 OPCUA
> @ Log Viewer
> @ Platform Manager

Node Type: OPCGroup

DeviceGroup Parameters| QIT Publish Items |

Name

| Item Reference

Reactor 01 - Agitator Direction

Reactor 01 - Agitator Hi Alarm Status
Reactor 01 - Agitator HiHi Alarm Status
Reactor 01 - Agitator Lo Alarm Status
Reactor 01 - Agitator LoLo Alarm Status
Reactor 01 - Agitator Process Value
Reactor 01 - Agitator Setpoint

Reactor 01 - Auxiliary Input 01 Process Value
Reactor 01 - Auxiliary Input 01 Setpoint
Reactor 01 - Auxiliary Input 02 Process Value
Reactor 01 - Auxiliary Input 02 Setpoint
Reactor 01 - Bag Pressure

Reactor 01 - Bag Pressure Critial High Alarm
Reactor 01 - Bag Pressure Critial Low Alarm
Reactor 01 - Batch Aborted Time (Days)
Reactor 01 - Batch Aborted Time (Hours)
Reactor 01 - Batch Aborted Time (Minutes)
Reactor 01 - Batch Aborted Time (Seconds)
Reactor 01 - Batch Done Time (Days)
Reactor 01 - Batch Done Time (Hours)
Reactor 01 - Batch Done Time (Minutes)
Reactor 01 - Batch Done Time (Seconds)
Reactor 01 - Batch Held Time (Days)
Reactor 01 - Batch Held Time (Hours)
Reactor 01 - Batch Held Time (Minutes)
Reactor 01 - Batch Held Time (Seconds)
Reactor 01 - Batch Run Time (Days)
Reactor 01 - Batch Run Time (Hours)
Reactor 01 - Batch Run Time (Minutes)
Reactor 01 - Batch Run Time (Seconds)

Reactor 01 - Condenser Temperature Process V...

Reactor01.Agitators[0].Direction

Reactor01.Agitators[0]. Transmitter. Alarms.HiS...

Reactor01 WHi...
Reactor01 .Alarms.Lo...
Reactor01 .Alarms.Lo...
Reactor01.Agil PID.PV
Reactor01.Agil PID.SP

Reactor01.Transmitters[4].PID.PV
Reactor01.Transmitters[4].PID.SP
Reactor01.Transmitters[S].PID.PV
Reactor01.Transmitters[S].PID.SP
Reactor01.BagPressures[0]. transmitter.PV
Reactor01.BagPressures[0].CriticalHighAlarm
Reactor01.BagPressures[0].CriticalLowAlarm
Reactor01.BatchAbortedTime.Days
Reactor01.BatchAbortedTime.Hours
Reactor01.BatchAbortedTime. Minutes
Reactor01.BatchAbortedTime.Seconds
Reactor01.BatchDoneTime.Days
Reactor01.BatchDoneTime. Hours
Reactor01.BatchDoneTime. Minutes
Reactor01.BatchDoneTime. Seconds
Reactor01.BatchHeldTime.Days
Reactor01.BatchHeldTime.Hours
Reactor01.BatchHeldTime.Minutes
Reactor01.BatchHeldTime. Seconds
Reactor01.BatchRunTime.Days
Reactor01.BatchRunTime.Hours
Reactor01.BatchRunTime. Minutes
Reactor01.BatchRunTime.Seconds
Reactor01.Transmitters[7].PID.PV
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2 FAQsforall XDRversions
2.8 Howdoyou disable, solidify or enable the whitelist to modify remote access?

2.8 Howdoyou disable, solidify or enable the whitelist to
modify remote access?

Whitelist software prevents unauthorized programs from running on a system. Only
software that are included in the whitelist can be run on a system. Follow the instruc-
tions below to disable, solidify, or enable the whitelist.

Disable whitelist

Before establishing a secure remote connection (e.g., using Beyond Trust Remote
Support) for remote support, the McAfee Application Control whitelist (if this software
isinstalled on your computer) may need to be disabled. Follow the instructions below
to disable the whitelist.

Step Action

1 Log on to the X-Station as Windows Administrator.

Note:

If you do not have an administrator account, contact OptiRun™to request an
on-site service engineering visit.
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2.8 Howdoyou disable, solidify or enable the whitelist to modify remote access?

Step Action

2 Inthe bottom left corner of the taskbar, click the Windows button and
search for cmd, right-click the Command Prompt icon, and then select
Run as administrator.

0 3 Filters \/
Best match
0]

Com, - .

Desk§ Lo Run as administrator
Settings & Run as different user

3 Open file location

& Replace dows PowerShell when using Windows + X menu

58 Unpin from Start

-2 Pin to taskbar

3 Type sadmin disable.

4 Reboot the computer.
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2 FAQsforall XDRversions
2.8 Howdoyou disable, solidify or enable the whitelist to modify remote access?

Step Action

5 To confirm that the whitelist is disabled, type and run the command
sadmin status asanadministrator withincommand prompt.

Ifyou require further assistance with disabling the whitelist, contact your local Cytiva
representative.

Solidify whitelist

Follow the instructions below to solidify the whitelist.

Note: Solidifying the whitelist means that any future changes made to it require
administrative-level permissions. This helps to prevent unauthorized
changes to the whitelist and enhances the security of your system.

Step Action

1 Log on to the X-Station as Windows Administrator.

Note:

If you do not have an administrator account, contact OptiRun to request an
on-site service engineering visit.
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2 FAQsforall XDRversions
2.8 Howdoyou disable, solidify or enable the whitelist to modify remote access?

Step Action

2 Inthe bottom left corner of the taskbar, click the Windows button and
search for cmd, right-click the Command Prompt icon, and then select
Run as administrator.

0 3 Filters \/
Best match
0]

Com, - .

Desk§ Lo Run as administrator
Settings & Run as different user

3 Open file location

& Replace dows PowerShell when using Windows + X menu

58 Unpin from Start

-2 Pin to taskbar
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2.8 Howdoyou disable, solidify or enable the whitelist to modify remote access?

Step Action

3 Type sadmin solidify.

Note:

Solidification can take up to 40 minutes.

4 After solidification is complete, continue to enabling the whitelist (see
below).

Ifyou require further assistance with solidifying the whitelist, contact your local Cytiva
representative.

Enable whitelist

Follow the instructions below to enable the whitelist.

Step Action

1 Log on to the X-Station as Windows Administrator.

Note:

If you do not have an administrator account, contact OptiRun to request an
on-site service engineering visit.
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2 FAQsforall XDRversions
2.8 Howdoyou disable, solidify or enable the whitelist to modify remote access?

Step Action

2 Inthe bottom left corner of the taskbar, click the Windows button and
search for cmd, right-click the Command Prompt icon, and then select
Run as administrator.

0 3 Filters \/
Best match
0]

Com, - .

Desk§ Lo Run as administrator
Settings & Run as different user

3 Open file location

& Replace dows PowerShell when using Windows + X menu

58 Unpin from Start

-2 Pin to taskbar
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2.8 Howdoyou disable, solidify or enable the whitelist to modify remote access?

Step Action

3 Type sadmin enable.
| |

4 Type sadmin updaters add dnx.exe toenablethewhitelist.
L | |

5 Reboot the computer.
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2.8 Howdoyou disable, solidify or enable the whitelist to modify remote access?

Step Action

To confirm that the whitelist is enabled, type and run the command sadmin
status asanadministrator within command prompt.

Administrator: Command Prompt [= o
icrosoft Windows [Uersion 6.3.96001

(c> 2013 Microsoft Corporation. All rights reserved.
s\Adninistrator>sadmin status

o Enabled
cAfee Solidifier on rehoot: Enabled
»PO Managed: No
ocal CLI acce Recovered

[fstypel
% NTFS

[driver status] [volumel
Attached N\

:\Users\fAidmninistrator>

If you require further assistance with enabling the whitelist, contact your local Cytiva
representative.
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2.9 Howdoyou find the storage location to back up your data?

2.9 Howdoyou find the storage location to back up your

data?

Follow the instructions below to find the location where your data is stored.

Step

Action

1

Log on to the X-Station as Windows Administrator, and then open the
System Management Console (SMC) application.

In the left-hand pane of the SMC screen, open the ArchestrA System
Management Console —Historian —~Historian Group —~[Your server
name] —Configuration Editor —~System Configuration —Storage
—Storage Partitions folder.

Name

€54 Auto Summary
E5Main

Record the paths shown in the right-hand pane:

e Circular
e Alternate
* Permanent

& SMC- [ArchestrA System ! e io | - | o [

Deletion Threshold (ME)  Maximum Size (ME)  Age Threshold (Day:)
1024

1024 0 0

1024 0 0

1024 0 o

Refer to Xcellerex XDR-50 to 2000 Bioreactor Systems System Platform
2020 Operating Instructions (29698983) for instructions to back up your
data.
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3 FAQsfor versions of XDR with
Wonderware 2014

About this chapter

This chapter provides answers to frequently asked questions for Wonderware 2014
versions of XDR (v7.1 and older).

In this chapter
Section See page
3.1 How do you restore archived alarms and events? 34
3.2 How do you create an SQL administration account? 38

Xcellerex XDR-50to 2000 Bioreactor Systems Frequently Asked Questions 29801407 AA

33



3 FAQsfor versions of XDR with Wonderware 2014
3.1 Howdoyourestore archived alarms and events?

3.1  Howdoyou restore archived alarms and events?

The Alarm DB Purge-Archive utility creates a weekly backup of alarms and events
that are older than 60 days. The default value in the Alarm DB Purge-Archive utility is
60 days, but this value can be changed. This means that alarms and events that are
older than 60 days are not visible in the alarm or event history screens. It is not recom-
mended that this value is changed to greater than 365 days to prevent overfilling the
hard drive.

Toview older alarms and events, those items need to be restored using the Alarm DB
Restore utility by following the instructions below.

Step Action

1 Log on to the X-Station as Windows Administrator, and then open the Alarm
DB Purge-Archive utility.

2 From the General tab in the Purge/Archive dialog box, record the Days
Online default value, and then click Close.

o Purge/Archive = [=] 2>

General | Database | Purge/Archive

Purge Properties

@® Detaied Mode Days Online

O Consolidated Mode | Days Onlir

[V Archive
Archive Folder Path
[C:Wann!-isto«y ] B

[ Create Unique Folders

Log Fie Path
[C:\AammHistory\Log | E]
Close‘ Cancel Aoply
3 Openthe Alarm DB Restore utility.
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3.1 Howdoyourestore archived alarms and events?

Step Action

4 Inthe Configuration tabin the Restore dialog box, type the credentials of
an SQL administrator account, and then click Test Connection.

SQL Server / MSDE
SaL Severone
Database

User Information
e
—

Test Connection

Note:

If a customer SQL administrator account needs to be set up, see Section 3.2
How do you create an SQL administration account?, on page 38.

5 Gotothe Selection tab in the Restore dialog box, and then click the ellipsis
next to the Folder Path for Archived Files field.

. Options
Folder Path for Archived Fies < Tabies
E&"““
Folder path for log file
[C:\ProgramData\Wondenvare\inTouch'] [ | L°9°"° Mode
Restore fles Iaenhm (Date/Time) o e
42202 B~]  [11eian ] O Consoidated
Result:

The Browse For Folder dialog box opens.

Xcellerex XDR-50 to 2000 Bioreactor Systems Frequently Asked Questions 29801407 AA 35



3 FAQsfor versions of XDR with Wonderware 2014
3.1 Howdoyourestore archived alarms and events?

Step Action

6 Inthe Browse For Folder dialog box, browse to the correct folder under the
AlarmHistory folder, and then click OK.

Browse For Folder -

Please select the folder for archived files

>

b & Pictures

b @ Videos

42, Local Disk (C:
1. 20220221.0917
1. 20220221.0918
1. 20220406.0814
.. Log

[m

.. Backup v

Folder: ’ AlarmHistory ]

| Make New Fold ok || concel |

Note:

The folders created at the time of archiving have the name format
YYYYMMDD.HHMM. This means that if Days Online has a value of 60 days,
then a folder that is named 20220314.0100 was created on March 14, 2022
at 1:00AM and contains data from January 13, 2022 (60 days prior). To find
the correct folder, you need to determine the date of the data that is
required.
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3.1 Howdoyourestore archived alarms and events?

Step Action

7 Inthe Selection tab in the Restore dialog box, change the date under
Restore files later than (Date/Time) to the beginning of the time period
required, and then click Restore (e.g., if the data being restored is from
January 2022, the dateissetto 1/1/2022).

i Restore (== =

E==e

Options
Folder Path for Archived Files 0 ate Tables
IC.Wammw\zozzoaoe.osul ]E]

Folder path for log file
IC:\onganDaa\Wondetwam\hTouch\l [:]

Restore files later than (Date/Time)
(Vi g-]  [esian B

Note:

Ifeverything is selected correctly, the system restores the data. If there is a
problem with the dates and the data selected, the system can not restore the
data. In this case, contact the Cytiva customer support team for assistance.
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3.2 Howdoyou create an SQL administration account?

3.2 Howdoyou create an SQL administration account?

Touse the Alarm DB Restore utility and generate Excel reports, follow the instruc-
tions below to create an SQL administration account.

Step Action

1 Log on to the X-Station as Windows Administrator, and then open the
Microsoft SQL Server Management Studio application.

Result:

The Connect to Server dialog box opens.

2 Inthe Connect to Server dialog box, do the following:
a. Select Database Engine from the Server type drop-down menu.

b. Select the serial number of your XDR from the Server name drop-down
menu.

c. Select Windows Authentication from the Authentication drop-down
menu.

d. Click Connect.

¥ Connect to Server X
SQL Server

Servertype: VD'ataE:ase 'Engine v

Server name: v

Authentication: Windows Authentication v

XDR-XXXX-01\FSAdmin

Goros || o || O

Result:

The Microsoft SQL Server Management Studio application opens.
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3.2 Howdoyou create an SQL administration account?

Step Action

3 Inthe Object Explorer pane, right-click the Securityfolder, select New,
and then click login.

Object Explorer v QX

o F3MS_PolicyfventProcessingloginss
x F3MS_PolicyTsqlExecutionlogins=
;‘ 22Admin
- 23dbo
o 23Power
- 3aUser
+N BUILTIN\Administrators
+§ NT AUTHORITY\Authenticated Users
NT AUTHORITYANETWORK SERVICE
NT AUTHORITY\SYSTEM
NT Service\MSSQLSERVER
NT Service\psmsConsoleSev
INT SERVICE\SQLSERVERAGENT
INT SERVICE\SQLServerReportingServices
INT SERVICE\SQLTELEMETRY
INT SERVICE\SQLWriter
NT SERVICE\Winmgmt
53
wwAdmin
wwdbo
wwPower
wwUser
XDR-X0OX-01\ssAdministrators
XDR-XOOX-01\a3GalaxyOwner
+ N XOR-X00X-0N\ssPowerUsers
+N XOR-X00X-01\aaUsers
+8 XOR-X00X-01\HMI Engineers
+5 XOR-XO0X-01\HMI Operators
+N XOR-X00O-01\HMI Supervisors
@ I Server Roles
@ I Credentials
@® I Cryptographic Providers
® W Audits
® Server Audit Specifications
® K Server Objects
® Replication

® PolyBase v

Ee "h EeEeEeEeEo Ko Ko Ko Ko Ko Ko Ko Ko ke

Result:
The Login - New dialog box opens.
4 Inthe Select a page pane, click the General tab, and then do the following:
a. Typeanameinthe Login name text box.
b. Select SQL Server Authentication and type a password.

c. Uncheckthe check boxes for Enforce password policy, Enforce pass-
word expiration, and User must change password at next login.
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3.2 Howdoyou create an SQL administration account?

Step Action

d. Inthe Default database field, select the database you want to associate
with the SQL administration account.

B Login - New - ] X
3 O Scipt v @ Help
K Server
& User Mapping Login name: [Custuser ] | Search
K Securables
K Satus
(® SQL Server authentication
Password: Iouonuuu I
F]Edotoewdpoiq
O Mapped to certficate
O Mapped to asymmetric key
(e [ Map to Credential v Add
Sarver: Mapped Credentials Credential Provider
XDR-XOX-01
Connection:
XDRXXXX-01\FSAdmin
¢¥ View connection properties
Progress Remove
Ready Foetouk dstabase: Runtime g
Default language: English - us_english v
| Concel
5 Inthe Select a page pane, click the User Mapping tab, and then do the

following:

a. Under Users mapped to this login:, select the databases youwant to
access with the SQL administration account.

b. Under Database role membership for:, select only db-owner to give
the SQL administration account complete control over the selected
databases.
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3.2 Howdoyou create an SQL administration account?

Step Action

c. Click OKto create the SQL administration account.

B Login - New - [m] X

Select a page

i \ T serpt ~ @ Hep

K Server Roles [

F User Mapping Users mapped to this login:

# Secursbles Msp  Database User Defaut Schema

& Sutvs & Holdng CustUser =
O  master
O mode
O me \
[0  RecMngrPiusDB |
[0  RecMngrPlusHstoryDB |
[0  RepotServer |
[0  RepotServerTempDB |
[0  RepostoryResourceDB |
& Rutime CustUser =
[]  SentineiDB |
0  tems |
[0  XDR7314_test |

Connection \ -

Server:
XDR-XXXX-01

Connection:
XDR-XXXX-01\FSAdmin
o W :

Ready
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4  FAQs for versions of XDR with
AVEVA System Platform 2020

About this chapter

This chapter provides answers to frequently asked questions for versions of XDR with
AVEVA System Platform 2020 (v7.2 and newer).

In this chapter
Section See page
4.1 How do you see the login and logout information ifitis no 43

longerincluded in EVENTS?
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4.1 How doyou see the login and logout information ifitis no longerincluded in EVENTS?

4.1 How do you see the login and logout information if it is
no longer included in EVENTS?

In the left-hand pane of the Event Viewer screen, open Windows Logs —~Security to
see the login and logout information (see image below). The user can filter the event
logs for a specific username or to check credential validations to see which accounts
were logged in at the time of an event.

B Event Viewer -8 x

File Action View Help

® | 2| Lo
(@ Event Viewer (Local) Security Number of events: 26,779 () New events available Actions
> [ Custom Views

> B Windews Loge Date and Time Source EventlD Tosk Category Secwity
(5] Application, /1/20249:27:02 AM Security-Auditing 4672 Special Logon 5 OpenSaved Log...
] Security 7117202492702 AM Security-Auditing 4824 Logon ¥ Create Custom View...
(] setwp s 1/20249:27:02 AM Security-Auditing 4648 Logon lmport Custor Vi
& System QU Audit Success 117202492702 AM Security-Auditing 4TI6 CredentialVlidation
] Fowarded Events @Q_ Audit Success 7117200492701 AM Security-Auditing 4672 Special Logon ClearLog...
> [2 Applications and Services Lo| | @ audit Success 717202492701 AM Security-Auditing 4624 Logon ¥ Fiter Current Log...
3 Subscriptions @ AuditSuccess /1/2024927:01 AM Secuity-Auditing 4648 Logo @ Propesis
@ Ayt Success 202882701 AM Securiy-Auiting 4TI6 CredentialValidation
Q At Success 202492100 A Secuty-Audting 4634 Logot 8 Fo.
@ Audit Success 7/1/20249:27:00 AM Security-Auditing 4824 Logon Tl Sove All Events As.
A, Audit Success 7/1/20249:27:00 AM Security-Auditing 4648 Logon Attach 2 Task To this Log...
@ Audit Success 1172024927:00 AM Security-Auditing 4TI6 CredentiolValidation — =
@ Ayt Success /202482700 AM Securty-Auniting 4634 Logof
@ Audit Success Security-Auditing 4624 Logon @ Refresh
@ Ayt Success 4648 Logon B Hep »
Y Audit Success 4776 _Credential Validation e
A, Audit Success 4672 Special Logon Exent 4776, Securtyofuditinn a
@ Audit Success /1/20249:27:00 AM Security-Auditing 4824 Logon £ Event Properties
A, Audit Success 7/1/20249:27:00 AM Security-Auditing 4648 Logon T Attach Task To This Event...
Q At 2 00 AM 4T76_Credential Validation ey copy »
Event 4776, Security-Auditing * |
General Details (@ Refresh
Help »

|Authentication Package:  MICROSOFT_AUTHENTICATION_PACKAGE V1.0
Logon Account:  HMI
o XDR-X000K-01

error Code:
Log Name: Secuity

Source: Security-Auditing Logged: 117202492700 AM
Event D: 476 Tosk Category:  Credential Validation
Level: Information Keywords:  Audit Success

User: NA Computer.  XDR-XXKK-01
OpCode: Info

More Information: _Event Log Online Help
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